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VoiceConsole 3.2 7

1 Preface

This document is intended for Vocollect personnel and certified partners and assumes a working
knowledge of the following:

eFunction and use of voice system management software

eOperating systems

eWireless networking hardware and architecture

eRelational database structure and administration

eExtensible Authentication Protocol (EAP) based security

1.1 About This Guide

This guide contains the following chapters:

Chapter 2: VoiceConsole System Requirements contains the hardware, software, database and other
requirements for running VoiceConsole.

Chapter 3: Planning Your VoiceConsole Installation describes available configuration options. Each
section is followed by a section titled What You Need, which describes what information you will need
during the installation and configuration of VoiceConsole.

Chapter 4: Installing VoiceConsole For the First Time describes how to install VoiceConsole, both in
clustered and single node environments, when it has never been installed before.

Chapter 5: Upgrading From Previous Versions describes how to upgrade to this release of VoiceConsole
from the Talkman Management System (TMS) and from previous versions of VoiceConsole.

Chapter 6: Licensing explains the license file and how to import it into VoiceConsole.
Chapter 7: Configuring Security explains how to configure EAP security settings.

Chapter 8: Configuring Tomcat provides information on how to configure the Tomcat log directory to
keep a certain number of the most recent log files accumulated and delete older log files.

Chapter 9: Data Protection provides recommendations for keeping your data safe and steps to follow in
the event VoiceConsole becomes unresponsive or shuts down unexpectedly.

Chapter 10: Uninstalling VoiceConsole describes how to remove the VoiceConsole program from a
computer.

Appendix A is a checklist of information that is needed before installing VoiceConsole.

Appendix B provides procedures for backing up and restoring each type of database supported by
VoiceConsole.

1.2 Contact Information

If you have difficulty with any of the procedures described in this document, contact Vocollect Technical
Support.

Note: If you purchased equipment or services through a Vocollect reseller, please contact that reseller first
for support or purchase questions.

Vocollect—Confidential and Proprietary
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For returns, order placement, to check the status of an order or RMA, or other customer service issues,

contact Customer Service at:

Within the United States:

E-mail: voccustsupp@vocollect.com

Phone: 866.862.6553, Option 3, Option 2

Outside the United States:

Phone: 412.829.8145, Option 3, Option 2

Europe, Middle East, and Africa:

E-mail: CustomerServicesEMEA @vocollect.com

Phone: +44 (0) 1628 55 2903

For product related technical questions, system support incidents, and related technical issues, contact the

Technical Support Center at:

Within the United States:
E-mail: support@vocollect.com
Phone: 866.862.7877

Outside the United States:

Phone: 412.829.8145, Option 3, Option 1

Europe, Middle East, and Africa:

E-mail: emeasupport@vocollect.com

Phone: +44 (0) 1628 55 2902

For sales or any other inquiry, please contact Vocollect at info@vocollect.com or 412.829.8145.

Vocollect Corporate Headquarters
703 Rodi Road

Pittsburgh, PA 15235

t) 412.829.8145

f) 412.829.0972

w) http://www.vocollect.com

e) info@vocollect.com

Vocollect Europe

Gemini House

Mercury Park

Wycombe Lane, Wooburn Green
Bucks, HP10 OHH UK

t) +44 (0)870.600.8255

e) voc_emea@vocollect.com

Vocollect—Confidential and Proprietary




VoiceConsole 3.2 9
This chapter provides the server and client hardware, software and bandwidth requirements for running
VoiceConsole based on the number of devices you will have in operation at any one time at your site.
2.1 Server Requirements
The requirements in the following sections are for the server on which you will be installing the
VoiceConsole server components.
2.1.1 Hardware Requirements
The requirements shown are the minimum recommended. For better performance, increase the amounts
shown here.
Total Number | Average Average CPU of Server Machine | Memory of | Hard Drive
of Devices Operator | Operator Shift Server of Server
Being Managed| Shift Size | Startup Time Machine Machine
Period
<300 <150 <3 minutes  |[Dual Core Intel® 2.0GHz 2GB DDR |40GB
300-600 150-300 3-5 minutes | Dual Core Intel 3.0GHz 4GB DDR |80GB
600-2500 300-900 5-15 minutes |[Two machines running with |4GB DDR [120GB each
Dual Core Intel 3.0GHz each. |each machine
machine
'Vocollect recommends you
install two load balance
application servers and a
single database server.

Table 2.1: Hardware Requirements

Note: If you want to install VoiceConsole for demonstration or evaluation purposes, it is recommended you
use a machine that meets the following specifications, at a minimum: Intel Pentium 4 2.6GHz machine,
1GB DDR of memory and a 40GB hard drive. Vocollect does not recommend running more than 10
devices in a demonstration or an evaluation environment.

VoiceConsole running on these hardware components will produce the following average transaction times
for operator loads during instances of peak load such as shift changes.

CPU Memory Hard Drive Device Average Transaction
Concurrent Time in ms
Loads
Dual Core Intel 2.0GHz 2GB DDR 40GB 300 400
Dual Core Intel 3.0GHz 4GB DDR 80GB 600 400
Two machines running with 4GB DDR each| 120GB each 2500 1300
Dual Core Intel 3.0GHz each machine machine

Vocollect—Confidential and Proprietary
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Table 2.2: Average Transaction Times

2.1.2 Software Requirements

2.1.2.1 Supported Operating Systems

The following operating systems are supported with VoiceConsole:
eMicrosoft® Windows® 2008 Server with Service Pack 2 (32-bit version), Standard and
Enterprise

eMicrosoft Windows 2003 Server with Service Pack 2 (32-bit version), Standard and Enterprise, or
Windows 2003 Server Release 2 (32 bit version), Standard and Enterprise

eRed Hat® Enterprise Linux® version 5 (32-bit version)

Note: Root user privileges are required to install on Red Hat Linux operating systems.

eRed Hat Enterprise Linux version 4 update 6 (32-bit version)
Note: Root user privileges are required to install on Red Hat Linux operating systems.

oSUSE® Linux Enterprise Server 10.2 (64 bit, new installations with BEA WebLogic® and Oracle
10g Enterprise Edition databases only)

o|BM® AIX version 5.3 (with Oracle 10 g databases only)

Note: Vocollect does not recommend using AIX version 5.3 with a system running more than 300
operators per shift.

*CentOS Linux version 5.2 (new installations with embedded and MySQL databases only)

Note: Vocollect does not recommend using CentOS Linux and MySQL 5.0 Community Server
installations with a system running more than 300 operators per shift.

2.1.2.2 Supported Application Servers

The following application servers are supported with VoiceConsole:

e Apache Tomcat™ version 6.0

eBEA WebLogic version 10.0 (with new installations with SUSE Linux operating systems only)

Note: Tomcat version 6.0 is installed when VoiceConsole is installed. If you choose to use WebLogic as
your application server, it must be installed separately from the VoiceConsole installation. See "Starting
VoiceConsole on WebLogic" on page 67.

2.1.3 Database Requirements

Because the database installation is performed separately and is not part of the VoiceConsole installation,
you can either install VoiceConsole on the same server as the database or you can install it on a separate
machine. When prompted by the installer, provide the location of the local or remote database.

2.1.3.1 Certified Operating System/Database Combinations

The table below shows the operating system/database combinations on which Vocollect has certified
VoiceConsole 3.2.

Vocollect—Confidential and Proprietary
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Note: While the combinations shown have been fully tested by Vocollect's Quality Assurance staff,
VoiceConsole can be run successfully on other platforms.

Vocollect cannot, however, test every possible combination, so using a combination other than those shown

here is at your own risk.

[Vocollect does not support VoiceConsole being run on VMware®.

Operating System Microsoft®

SN Windows®
2008 Server
(32-bit
version),
Standard and
Enterprise

Database |

Embedded Data X
Storage/

Embedded new installations
Database (no only
database needed)

for new

installations

Recommended for
sites running less
than 300 operators
per shift.

Note: Embedded
database is not
supported in a
clustered
environment.

Oracle 10g X
Standard Edition

Oracle 10g X
Enterprise Edition
Release 2

Oracle 11g
Enterprise Edition
Release 2

Microsoft Red Hat® Red Hat® SUSE CentOS® IBM

Windows  Enterprise Enterprise  Linux Linux 5.2 AIX
2003 Server Linux® Linux® Enterprise 53
(32-bit version 5  version4,  Server 10.2
version), (32-bit update 6 (64-bit
Standard version) (32-bit version)
and version)
Enterprise
X
new
installations
only
X X X
X X X X
new
installations
only
X
new
installations
only

Vocollect—Confidential and Proprietary
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Operating System Microsoft®  Microsoft Red Hat®
— Windows®  Windows  Enterprise
2008 Server 2003 Server Linux®
(32-bit (32-bit version 5
version), version), (32-bit
Standard and Standard version)
Enterprise and
Enterprise
Database l
Oracle 119 X
Standard Edition
Release 2 o hew
installations
only
Microsoft SQL X X
Server 2005
Enterprise with
Service Pack 2 or 3
Microsoft SQL X X
Server 2005
Standard with
Service Pack 2 or 3
MySQL 5.0

Community Server

Vocollect does not
recommend using
CentOS Linux and
MySQL 5.0
Community Server
with a system
running more than
300 operators per
shift.

Red Hat®
Enterprise
Linux®
version 4,
update 6
(32-bit
version)

SUSE CentOS® IBM
Linux Linux 5.2 AIX
Enterprise 5.3
Server 10.2
(64-bit
version)

X

new
installations
only

Table 2.3: Supported Operating Systems and Databases

If the SQL Server database collation is not set to be case insensitive, VoiceConsole may not work
properly. When creating a new SQL Server database, ensure you choose the proper collation for the
language the system is in with _CI included in the collation name.

The size of your database depends on the amount of data you have in VoiceConsole. Table 3.4 lists the
totals for the data elements that require database space and the estimated size your database could be based

on those numbers.

Number
of
Operators

License
Size

Settings
Translator
Size

Number
of Tasks

Number
of Task
Packages

Number
of
Operator
Templates

Number of
Imported
VoiceClients

Estimated

Minimum

Database
Size

Number
of
Devices

Number
of
Device
Profiles

96 100

100

2 20 1912 KB

Vocollect—Confidential and Propri

etary
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License| Settings | Number | Number | Number [Number| Number of (Number Number|Estimated
Size |Translator of of of Task |of Tasks| Imported of of [(Minimum
Size |Operators| Operator (Packages VoiceClients| Device [Devices | Database
Templates Profiles Size
4 96 50 50 2 2 3 3 30 |10536 KB
4 96 100 120 2 2 2 2 20 |[48833 KB
4 96 200 2X00 4 8 3 4 50 161632
KB
4 96 200 246 5 10 3 4 50 193658
KB

Table 2.4 Common Database Usage Scenarios
The estimated minimum database size you could experience is based on the following calculation:

Estimated Size of Database (in KB) =4 + 96 + (Number of Operators * 6.5) + (Number of
Operators * Number of Operator Templates * 4) + Number of Task Packages + (Number of Tasks *
12.5) + (Number of Imported VoiceClients * 4.5) + (Number of Device Profiles * 3.5) + (Number
of Devices* 2)

Note: 4 = size of license, and 96 = size of settings translators.

2.1.3.2 MySQL 5.0 Community Server

MySQL is a no-fee database with no restrictions when run on the supported Windows and Red Hat Linux
operating systems.

Note: Vocollect does not recommend using CentOS Linux and MySQL 5.0 Community Server with a
system running more than 300 operators per shift. This restriction is limited to this operating system and
database only.

When using a MySQL database with VoiceConsole, ensure the database tables are configured to utilize the
Inno-Db feature of MySQL by setting the default_table type=InnoDB in the my.ini file located in the
installation directory (Windows) or my.cnf file located in the /ete/ directory (CentOS Linux).

To configure MySQL to run at an optimal performance level with VoiceConsole, you should configure the
following settings in the my.ini file located in the installation directory (Windows) or the my.cnf file
located in the /etc/ directory (CentOS Linux):

edefault-character-set = utf8 ethread concurrency = 8

eback log =50 equery cache limit =2M
emax_connect errors = 10 oft min_word len =4

etable cache = 2048 ethread stack = 192K
emax_allowed packet =16M etmp_table size = 64M

ebinlog cache size = 1M einnodb _log buffer size =1M
emax heap table size = 64M einnodb_buffer pool size =47M
esort_buffer size = §M einnodb_log file size =24M
ejoin_buffer size = 8M einnodb_thread concurrency = 8
ethread cache size =8 emax_connections = 100

Vocollect—Confidential and Proprietary
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2.1.4 Client Requirements

The following operating systems are supported for VoiceConsole clients:

eMicrosoft Windows Vista

eMicrosoft Windows XP with Service Pack 2

eMicrosoft Windows 2000 with Service Pack 4

eRed Hat Linux Workstation ES for Intel processors
The following browsers are supported for VoiceConsole clients:

eMicrosoft Internet Explorer 6.0, 7.0 and 8.0 with Java™ JRE™ 1.5 or 1.6 configured
eMozilla® Firefox® 3.0

2.2 Network Bandwidth Requirements

VoiceConsole bandwidth requirements depend on the network traffic generated during peak times. Peak
times for VoiceConsole are characterized by shift startup activities such as loading operators and Task
Packages to devices.

Depending on the network topology, a network may have a direct line from each site to the server location,
as shown in Figure 2.1.

Key Dedicated WAN Topology

g WaiceConsola
Central Server

‘ @ Mobile Device
D Firewrall and MAT

g
‘Wireless Accase
Paint

Distribution fﬁenter 1 Distrihuﬁ};{n Center 2

US> .y @‘/&/@

Figure 2.1: Direct Line from Each Site to Server

Vocollect—Confidential and Proprietary
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# Active Devices Operator Load Task Package Load Minimum
per Site (or shift) Recommended

Bandwidth

10 .062Mb/sec .076Mb/sec 1Mb/sec

50 .309Mb/sec .384Mb/sec 1Mb/sec

100 .618Mb/sec .768Mb/sec 1Mb/sec

200 1.237Mb/sec 1.536Mb/sec 2Mb/sec

300 (+) 1.856Mb/sec 2.304Mb/sec 3Mb/sec

Table 2.5: Bandwidth Required Per Individually Connected Site

A network may be configured such that a single line services the communication from each site to the

server location.

Key

‘YoicaConsols
‘ @ Maobila Devics

Q Firewall and MAT

Wireless Aocess
Fainl

Internet / WAN

General WAN Topology

Central Server

D|5tr|but|+::n I;‘.':enter 1

a4 .
GhE

Distributi'!im Center 2

Figure 2.2: Single Line from All Sites to Server

Cratabame
Apmkcation Saner

D|str|b‘utu:m Center N

.1/ﬁ 3.
@1

Total # of Devices Operator Load Task Package Load Minimum
Being Managed Recommended Bandwidth
100 .1236Mb/sec .1536Mb/sec 1Mb/sec

Vocollect—Confidential and Proprietary
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Total # of Devices Operator Load Task Package Load Minimum
Being Managed Recommended Bandwidth
300 .3708Mb/sec .4608Mb/sec 1Mb/sec
500 .618Mb/sec .768Mb/sec 1Mb/sec
2500 3.19Mb/sec 3.840Mb/sec 4Mb/sec

Table 2.6: Bandwidth Required at the Centrally Connected Site (no dedicated lines)
2.2.1 Network Bandwidth Calculations

2.2.1.1 Assumptions & Comments:

Application and/or operator loading is completed within a 5-minute window. This is a very conservative
assumption. In real-world conditions, operator loads are typically staggered over a longer period of time.

The bandwidth requirements specified in Table 2.5 assume that only 1/5 of the total number of devices in
the entire system will concurrently download operators within a five-minute window.

Application loads are only required when the device application is updated. Operator loads occur at every
shift change

The network bandwidth requirements are calculated values that assume the following for typical operator
and Task Package loads:

Typical Operator Load Transfer = 232KB (1856Kb) of data per device
Typical Task Package Load Transfer = 288KB (2304 Kb) of data per device

The Site Bandwidth requirements (SBWR) shown in Table 2.5 based on these assumptions can be
determined using the following calculation:

SBWR Operator Load = (Devices per Site * 1856Kb) / 300sec
SBWR Application Load = (Devices per Site * 2304Kb) / 300sec

The Central Site Bandwidth Requirements (CSBWR) shown in Table 2.6 based on these assumptions can
be determined using the following calculation:

CSBWR Operator Load = 1/5 * SBWR Operator Load * Number of Sites

CSBWR Application Load = 1/5 * SBWR Application Load * Number of Sites
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3 Planning Your VoiceConsole
Installation

VoiceConsole is designed to integrate with and support various IT infrastructures, databases and operating
systems. This section is designed to help you to understand the various implementation options available
with VoiceConsole and the best practices in planning a VoiceConsole implementation.

Depending on your system configuration, the hardware and software requirements may vary. See
"VoiceConsole System Requirements" on page 9 for more information.

3.1 Single Site or Multiple Site Architecture Mode

VoiceConsole can be installed in a single-site mode where a separate instance of VoiceConsole is installed
at each voice-enabled site.

It can also be installed in a centralized architecture where a single instance of VoiceConsole is used to
manage the voice system components at multiple sites.

Each of these types of installations are described in detail below.

3.1.1 Decentralized Architecture (Single-Site Mode)

A distribution center with multiple sites may want to use a single-site implementation, installing a
VoiceConsole server at each site where voice is supported.
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Figure 3.1: Decentralized Architecture Diagram

3.1.2 Centralized Architecture (Multi-Site Mode)

Dratbass

VoiceConsole can also be implemented in a centralized architecture or in multi-site mode, where one
instance of VoiceConsole is used to manage the voice system components at multiple sites. In this scenario,
the database and application are installed at a single site, and that installation is used to manage one or
more remote sites. See "Managing Multiple Sites" on page 43 for more information on the benefits and

limitations of this configuration.
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Figure 3.2: Centralized Architecture Diagram

3.2 Implementations with VoiceConsole and VoiceLink

Note: When installing this version of VoiceConsole along with VoiceLink 3.0 or newer, use a different
database for VoiceConsole than what you are using for VoiceLink. Refer to the VoiceLink Implementation
Guide for VoiceLink system requirements.

3.2.1 Single-Server Implementations with VoiceConsole and VoiceLink

When installing VoiceConsole and VoiceLink on the same server, it does not matter which application is
installed first. The database information for the first application installed can often make it easier to install
the second application.

3.2.2 Multi-Server or Multi-Site Implementations with VoiceConsole
and VoiceLink

It is important to consider time zones in any implementation where the following conditions exist:

eWhen VoiceConsole and VoicelLink are installed on different servers
eWhen multiple sites are set up in both VoiceConsole and VoiceLink

Time zones are important because time stamps are saved for operator actions performed by device
operators and for user actions performed by VoiceConsole and VoiceLink users.
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The time zone setting for a site set up in VoiceConsole sets is the time zone used by the device in that site.
Therefore, time stamps in device messages are set according to the time zone on the VoiceConsole server.
The time stamps of user actions in VoiceLink are set by the VoiceLink server, and the time stamps of user

actions in VoiceConsole are set by the VoiceConsole server.

Both VoiceConsole and VoiceLink have rules about when certain actions can be performed. If time stamps
differ, due to either of the scenarios described below, it can cause unexpected errors.

These scenarios are discussed separately.

3.2.2.1 Multi-Server Implementations

In implementations where VoiceConsole and VoiceLink are installed on different servers, it is important to
ensure that the time on these servers is synced. This is not an issue if VoiceConsole and VoiceLink are
installed on the same server. However, if you install VoiceConsole and VoiceLink on different servers, then
you must ensure that these servers are synced to the same time.

3.2.2.2 Multi-Site Implementations

When you set up a site in VoiceConsole and VoiceLink, you must specify the time zone where that site is
located. You must ensure that the same time zone is specified for a site in both applications. You are not
required to specify the same site name; however, it is recommended that you use the same site name for

simplicity.

Once your sites are set up in both applications, you have to load a device profile for each site.
Working with Tasks in Multi-Site Implementations

When using multiple sites in VoiceLink, each site needs to have its own tasksite.txt file that contains that
site's name within the task package. This file then needs to be imported into VoiceConsole as part of a task.

Perform the following procedure:
1.With the machine on which VoiceLink is installed, locate the C:\Program Files\Vocollect\Tasks

directory.

2.Create a zip file of all the files in that directory and provide a name for the zip file (for example,
"Default.zip".)

3.For each non-default site you are supporting, perform the following steps:

1. Using a text editor, open the tasksite.txt file, and change the site name listed
there (for example, from "Default") to the name of the site you are using (for example,
"Sitel".)

2. Save the file, retaining the original file name (tasksite.txt).

3. Create another zip file of all the files in the directory and name the zip file based
on the site name (for example,"Sitel.zip".)

4. In VoiceConsole, create a new task package and select to Import New Task
from the Name drop-down list on the Create Task Package (Page 1 of 2): Select Task

page.

Note: When this task is imported into VoiceConsole, it will have a number appended to
it.

For example, when Default.zip is imported, VoiceConsole will contain a task named
VoiceApplications311.
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When Sitel.zip is imported, VoiceConsole will have another task named
VoiceApplications311 2

When creating the task packages for the respective sites, you will need to select the
version of the task that was imported for the given site.

5. Browse for and upload the site-specific zip file to complete the task import
process

6. Complete the task package import process.

3.3 Creating Additional Sites in VoiceConsole for
Multiple Site Implementations

In order to support multiple site implementations, several steps need to be taken within VoiceConsole and
within VoiceLink. The VoiceConsole steps are documented below and must be performed first. See
"Creating Additional Sites in VoiceLink for Multiple Site Implementations" on page 36 for the VoiceLink
steps.

The VoiceConsole steps you must perform to create additional sites in VoiceConsole when VoiceLink is
also implemented are:

oCreate site-specific task files for each site

oCreate a new site in VoiceConsole

oCreate a site-specific user in VoiceConsole

eMigrate operators from an existing VoiceConsole database

eImport a task to the new site

oCreate a task package for the new site

oCreate a device profile for the new site

Each step is described in the following subsections.

Note: You will need to verify that your license supports the number of operators you are adding.

3.3.1 Creating Sites

1.Log into VoiceConsole as an administrator.

2.In the Administration section under Administration, click Sites.
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F munmy | g LTI FEERAR | CLLRISE R L FEPUSI ) T
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Adrninistration > Sies.

View Sites

Administration Mame
Uzerz s RFS AUSTELL USEastem
Roles ) Dt Detaul Location Motes for Detault Site Location AmencaChicage
Lo | e | Twin Clties W:"l
- AL Reinhart valdosta EST
Schedules
= Siles
Mofificatans ]
Licensgs ]
Svsiem Configuralion
Site Actlons

=

3.Under Site Actions, select Create new site.
The Create Site page opens.

Administralion *» Sites > Crests

|lﬂ' | Description Notes Time Fone

Create Site

Site Name * I\ML ]
Description [raitean ]
Tirme Zone T"ﬂ EI

Cresie st | Cancel |

4.
5.Enter the site-specific information for the new site.

6.Click the Create site.

3.3.2 Creating Site-Specific Task Files

For each site being used, a site-specific task file must be created.

1.Navigate to the task directory in the Vocollect Tasks directory and highlight the task zip file in

use.
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W, rflaes 56 dd | Program Files' Vocollect| Tasks o) x|
| Fi= it Wew Fovortes Took  Help | &
(e - L) - T | Iseach | Fooes |[53]-
| Meddress [ |irflacsseldiProgram Flesivocollect|Tasks =] Q i
-
a'_ln 1 |
File and Folder Tasks & EN_LIS_VOCLINELOAD NG 31 TIP AKE  WinDp File 12119/ 7008 9:43 A
) Renome this e L EILIS_VOICEAPRLICATIONSS1_RFS0zA ZIF | 231 KE Windp File 1211917008 9:43 A
.j Mo this Flie
[ Copy this fle

' Pubsich this File bo the ‘Web
£ E-mail this file

& Prirt this Fils

B¢ Duiete this Fis

) My Documents
vj My Compubes
G My Network Places

2.Create a copy of this file (being used in production) and rename it with a meaningful name for
each new site that will be created.

ea{¥ocolisct|Tasks E_I @ |
. | sie | Type | DoteModfied
ﬁﬂ_ﬁ_ﬂlﬁmlunﬂmi_ﬁmw ZIEE  WinZip File 2/9/2009 1223 PM
‘JEH_UE_MMMNGEI. JZIP 24 KB WinZip File 12/19/2008 9:43 AM
EDEN_US_VOICEAPPLICATIONS3] _RFSOZA.TIP ZILEB Wil File 12/19/2008 §:43 AM
S INC_EN_US_VOICEAPPLICATIONSIL_RESOZA. ., ZIKE Wil Flle /92009 12:23 PM
ke _EN_LIS_VOICEAPPLICATIONS3L ZIKE ‘WinZip File 29{2009 12:24 PM
COVAL _EN_US _VOICEAPPLICATIONS31_| 291 KB Wi Fils 2942009 12:21 PM
KN _EN_LS_YOICEAPPLICATIONSS] _RFS0ZA.IIP
Types: 'WinZip Fils
Size: 230 KB

Date Modfied: 2/9/2009 12:24 PM

3.0pen the first of the newly created task zip files. Within the zip file, the tasksite.txt file needs to
be renamed to ‘point’ to the new site. Initially, all of the tasks have a tasksite.txt file that specify
"DEFAULT."

4.To change the tasksite.txt file, extract the contents of each newly created zip file to a working
directory. Open the tasksite.txt file.

= EN_US _vOICEAPPLICATIONS31_PIFSOZA EMB EMB File 168 Mo 16
T EN_US_VOICEAPPLICATIONSI!_RPSOZA.FIL FIL Fée 1KB Mo LeB
= EN_LS_VOICEAPPLICATIONS31_RFS024,TAS TAS Fle 20 Mo L7
BaEN_US_VOICEAPPLICATIONSI]_RIFSOZA.VCF vCard Fie 1KB No 1KB
r;jm[%m Taut Diooument 1KB Mo 1EB

5.Edit the tasksite.txt file and change the word "DEFAULT" to the name of the new site. In the
example below, the site is named VAL.
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P tasksite.tst - Notepad

File Edit Format View Help
VaL I

6.Repeat this process for all of the sites that need to be created.

3.3.3 Creating a Site-Specific User for the Site

You need to create a site-specific administrator who can only view the site to which they are assigned.

1.Click the Administration tab, and select the newly created site from the Site Information drop
down list.

Site Information =
[Var =] E

Administration

2.Under Administration, click Users.
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Site Information
|vaL

Administration

> lisers
Role

—
(=]
A

Schedules

3.Under User Actions, click the Create new user.

The Create User page opens.
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Hame *

W s dman ]

Password " [— ]

Confirm Password "

[eesee 1

Roles FF Adminsirater [T Read-Only
Sites (% Apply roke(s) to these sies
- dApply rolels) to all sies
[T AUS[" Defsuk [T TWC
1 VEL
Status [Enatied -]
Email ]
Holes

4.Enter the Name (username) and Password for the new site administrator.
5.Select Administrator in the Roles field for the user.

6.Select the one site to which they are granted access in the Sites field.
7.Click the Create user.

3.3.4 Migrating Operators from an Existing VoiceConsole Database

If implementing a new system, you may not need to perform the steps in this section. The steps below show
how to migrate operator templates from an existing VoiceConsole implementation.

1.To move operators from one site to another, click the Operator Management tab.

2.Under Navigation. click Operators.
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| Alex Bolden 415

3.0n the View Operators page, select the rows for the operators you want to move.
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View Operators

AUS

I Manage Fits: Add or Bemgwe Columns Copy Seiection Priniablds VWarsion

perat e or ra

4 Operator Name Operator Humber o D
Navigation

rator T John Mchullen | 424

- UPEH'EHS John |mﬂ:‘r | |:;: i
Task Packages

TaghE John Sanders 121 |
Tasks John Swain 487206 487206 2
Johnny Branch 487179 487179 |
Johnny Noris ! 358 |
Operator Actions Jose Medrang 170 '
iy 1 |oseoh Balcom | 312 |
View selected opefalof Wl |),conh stephens 516 |
Creale new operator Joseph Zavala | |1?T

Duplicate seleced Josh Huston 383

operator Josh Medlin | |351 |
slan . Joshua Conlieras 219 |
gl |

Manage operalors » N |yoehyac | 513 |
Common operator Joshua Roberis 400 |
actions |

Move operators Import operators

Expod selected
operators

X ] ralor

Movelddd selected
MW
Mowvelédd all operalors
o a site

Search Options

I—

Need Some Help?

Note: You can select multiple operators by using the [Shift] or [Ctrl] key when clicking on the
individual operator names

4.Under Operator Actions, select Move Operators | Move/Add selected operators to a site.

The Move/Add selected operators to site window opens.

MovelAdd 1 Operator to Site

Current Site: AUS

Destination Site: E—

% Wove the Operator to the selected sie (removes from current sie).
" Add the Operator to the selected site (retains in current site).

e

=TT p—,

5.From the Destination Site drop-down list, select the newly created site.
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6.Select Move the Operator to the selected site.
7.Click OK.

8.Confirm the operators appear in the new site by switching the Site Information drop down list.

¥ ¢ s i hesion ]

Site Information

VAL

AUS
Default
TWC

View Operators

Wlan e Lo Bemove Colimns Cogy Seb

Dperator Teams
* Operators
Task Packages

|
|
|
Tasks |
|
Mike Moore ! 269
\hiic Johnson | 270
View =] Patri i 2?1
reale new \Robbie Clark 268
Duplicate seleded Ulysses Johns ‘ 259
operator \WALTER THOMAS | 285

Manage operators

The operators moved to the site should appear as shown below.

I  Over'or Mnsgement [ Device Mansgeet
!nmgrm “mm‘

Site Information

View Operators

¥ Operator Bame lunmmm Im |oumnr| Task Packages —Iw
Navigation Teams

3.3.5 Importing a Task to the New Site

1. Click the Device Management tab.
2.Under Task Actions, select Import Task.
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MNavigation
Devices
Device Profiles
Dievice Logs
YoiceCliant
Voices
Task Packages

* Tasks

Task Actions

ortt

The Import Task (Step 1 of 3): Select Task File page opens.

3.Select the Zip File (*.zip) radio button.

4.Click Browse to navigate to and open the file containing the updated tasksite.txt file you created.

20xp
Look in: | 3 Tasks x| B eFEE-

h ﬁhﬂ_EN_US_‘#DICEﬂPPlICAHMSI_RFSM.ZIF
TUEN_US_VOCLINELOADING31 . ZIP -
IS (TUEN_US_VOICEAPPLICATIONS31_RFSO02A.ZIP
SN D) e _EN_US_VOICEARPLICATIONS31_RFS02A.ZIP
Sk _EN_US_VOICEAPPLICATIONS31_RFSO2A.ZIP
=14l EN_US_VOICEAPPLICATIONS31_RFSOZA.ZIP

Deskbop

L

My Dociments

-r &
[ T
My Computer
-
-
(LT File name: [vaL_EN_US_VDICEAPPLICATIONS31_RFS0 = | Open |
Places
Files of type: {4 Fies "7 =l Cancel I
%

5.Click Next. The application analyzes the selected file to determine which files must be imported
for the task to function properly.

The Import Task (Step 2 of 3): Select Task Components page opens, and the appropriate files
are displayed in the bottom section of that page.
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6.Give the task a meaningful name. For example, append the default task name with a the site name

as a prefix.
Task Name* [En_us_voceapeLicaTions3
Task File EN_US_VOICEAPPLICATIONS3I1_RFS02A TAS
Task Format 9.0
Task Revision CT-31-03-078
Phonetic Found in ZIP fike: EN_US_VOICEAPPLICATIONS31_RFS024 FIL
Pronunciations *
Lookup Table * Found in ZIP fie: tasksite. bd

Default Task Settings  F0Ud in ZIP fle: EN_US_VOICEAPPLICATIONS31_RFS02A.VCF

Embedded Training Found in ZIP fie: EN_US_WVOICEAPPLICATIONS31_RFS024 EMB
Prompts

Record & Playback C import | |[ Browse... ]
Audio "  Mone

Filename: EN_US_VOICEAPPLICATIONSY1_RFS024 vaf

Previous Mext Cancel

7.Click Next.
The Import Task (Step 3 of 3): Select Sites page opens.

8.Select the sites at which this task will be available.
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Import Task (Page 3 of 3): Select Sites

Task Name VAL EN_US_VOICEAPPLICATIONS31_RFSO2A

Task File EN_US_VOICEAPPLICATIONS31_RFSO24 TAS

Task Format 9.0

Task Revision CT-31-03-076

Sites - ——— . |
[T | Site Name Description | Tasks Task Packages
™ | aus RFS AUSTELL " 1
[T | Default Default Location 2 2
| mwe Twin Cities |2 1
W | vay Reinhart Valdosta 0 0

Previous Impart Task Canced [\\E;
9.Click Import Task.

Note: VoiceConsole does not prevent you from selecting a site that differs from the site names in the
tasksite.txt file; make sure that the correct task and site combination is chosen in this process.

3.3.5.1 Creating a Task Package for the New Site

1.Under Navigation, click Task Packages.

2.Under Task Package Actions, select Create new task package.
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Site Information

|vaL

MNavigation

Devices
Device Profiles
Device Logs
VoiceClient
Voices

* Task Packages
Tasks

lask Package Actions

=

Mannpe Fler Ad

Task Package Hame

33

MSEIGE SIS~ 185K Fackages
View Task Packages

TayE Columne Copy

The Create Task Package (Page 1 of 2): Select Task page opens.

Task Package Name *

Spoken Name *

Description

Common Settings

[En_us_voceappLicATIONS31_RF|

|selection |
| =
v
Device Behavior
Wired Training Device {¥ Enabled  Disabled
Powergff Timegut El minutes

Task Processing
ideal Dot VWai Timer
Mo Talk Ower Priority Prompt
Restart Task in Charger

Speach Wait

ODR Processing
ODR Confirmation Byte
ODR Flash Data Persistence

" Enabled ¥ Disabled
(% Enabled T Dizabled
% Enapled  Disabled

socons

€ None @ any O Specify[ |

(% Enabled  Disabled
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Advanced Settings

Hew Advanced
Settings

Hosts

Services *

Implementation Guide

dwicharset = (65001 |~ Remove
| Remove

|~ Remove

barcodeport = [Blue

wmscharset = |€:-E-|:IL‘1

dizablevocabword_performance=1 -
disablevocabword_new contaners]
disablevocabword_change_load=1
disablevocabword_revew _last entry=1
deablevocabword_left=1
disablevocabword_complete_lpad=1

disablevocabword_load_number=1 s

vithost = [10.101.1.56 |
viodrhost = [10.101.1.56 |

viltsocket = |1£DD4 |ncp
viodrsocket = [15004 | Acp

Create Task Package Cancel

e

3.Create the task package as normal, by providing information in the fields on this page. Consult the
VoiceConsole Online Help for more information.

4.Click Create Task Package.

Note: Every task package requires that the advanced settings be specified for each new site. It is
recommended that these settings be saved in a separate text document and then pasted in the advanced
settings box at the time of creating the new task package.

3.3.5.2 Creating a Device Profile for the New Site

1.Click the Device Management tab.

2.Under Navigation, click Device Profiles.

3.Under Device Profile Actions,select Create new device profile.
The Create Device Profile (Page 1 of 3): Select Vocollect VoiceClient page opens.
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Device Management >> Device Profiles >> Create
Create Device Profile (Page 1 of 3): Select Vocollect VoiceClient
Profile Hame * l I
Profile Type @ Ful Frofie
™ Confiquration Only
Vocollect
Yokt et | — Select VoiceClent — =|
MR I Saiect VoiceCient first ;I
Next Cancel |

4.Enter a meaningful name for the device profile, select the version of VoiceClient, and click Next.

The Create Device Profile (Page 2 of 3): Select Configuration Source page opens.

Create Device Profile (Page 2 of 3): Select Configuration Source

{* Create a new configuration Select this option if you do not wish to use a pre-defined source.
 Import from file {*.cci,".vrg) | | Browse . |
¢ Copy from existing profile | - Choose an existing profie — =]

Pravious Mexct . Cancel

5.Click Next.
The Create Profile (Page 3 of 3): Configure Profile page opens.
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SSiID* [rF-vaL-wnsmv

security [Wea |
Authentication PSK =

P5K Key * [fFs@varateozo@wms |

Hew Advanced Device
Settings

2

[HKEY_LOCAL_MACHINEAS: ftwars\VocalleciNetwo
rkConfig)
“UseSupplicant™="SWWC

New Advanced Radio
Settings

6.Enter the applicable settings for wireless security.
7.Click Finish.

3.4 Creating Additional Sites in VoiceLink for Multiple
Site Implementations

In order to support multiple site implementations, several steps need to be taken within VoiceConsole and
within VoiceLink. The VoiceLink steps are documented below. See "Creating Additional Sites in
VoiceConsole for Multiple Site Implementations" on page 21 for the VoiceConsole steps.

For multiple-site installations of VoiceLink, you must create sites in addition to the singular default site. If

you perform this work ahead of time, then once you are implementing VoiceLink on-site, the only
requirement left is to load the regions.

3.4.1 Creating Sites

1.Log in as the global administrator of VoiceLink.
2.Click the Administration tab, and click Sites.
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¥ ¢ Home

Site Information
All Sies

* Sites

Motifications

Licenses

atem

Site Actions

4.The View Site window opens.

Administration > 5ites

e

37

Administration VoiceLink

!,ﬁr'é.iu
|Default
|RFS Tw
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Adminigtmﬁm >> Sites >> View

Site Name * WAL
Description AFS Wakosta
Time Zone EST

Notes

5.Enter the new site name and site specific information.

6.Click Save. The new site appears in the View Sites list.

Administration >> Sites

View Sites
Hanage FRer Add or Remove Colvmos Copy Seleciion  Frintable Version
: Site Description Notes TimeZone
Hame
AUS RFS Austell |EST
Default Default Location MNotes for Default Site Location |Amenca/Chicago
|
wc 'RFS Twin Cities |CST
VAL RFS Valdosta |EST

Note: Creating a new site will create the additional import and export directories for the site. See "Running
an Import Job for the Site" on page 38 for steps to take to run the import job and import picking data into
the new site.

3.4.2 Running an Import Job for the Site

To view the newly created import directories for the site, the import job must be run.

1.To run the import job manually, navigate to the Administration tab and select Schedules.
2.Highlight the import job, and click the Run Selected Job action link.
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Site Information
All Sies

Administration

System Configuration

Schedule Actions

View selected schedule

Edit selected schedule

Mﬁﬂ

39

Figure
3.
AQMINTSINANDN > SCeaues

View Schedules

Wanage Fiter or Remowve C

Enabled 2110/08 12:35:30 FM EST

Purge Archive Job Interval

1 of 3 Rows Seiscied

3.Use Windows Explorer to navigate to the directory showing the resulting folders created by the

job.

ldress | ) \irflaxsS\voicePick|Import

File and Folder Tasks E

3 Make a new Folder
&) Publish this folder to the
Web

Other Places &

e WoicePick

Mame = I Size I Type

Archive File Folder
LAUS File Folder
) Defauk File Folder
L TWE File Folder
CvaL File Folder

1,163KE DAT File
1,163KE DAT File

|#]cor al21a06d1a200902091 14750, dat
| coreloc_valz1a06d1a200902091 14827 dst

Note: Be sure to note and communicate the change in import and export file paths for the new site,
especially import, so that the original site’s data doesn't get placed into the new site’s folder.

3.4.3 Creating a Site-Specific User for the Site

Note: before creating any users, check the VoiceLink license to verify that your license supports the

number of operators being added

1.To create a site-specific administrator, from the Administration tab, click the Users link in the
left navigation pane. The View Users page opens.

2.Click the Create New Login action link.

3.Enter the new user Name and Password.
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Note: Do not use "Admin" and "Admin" as the user name and password for this site-
specific login.

4.Click Save. The Create User window opens:

Administration >» Users >> Create

Hame * |-mlm:|mn ]

Password * III'II'I-'III'I ] %
Confirm Password * [senssnes |

Roles * W Administrator [~ Read-Only

Sites *

¥ Apply rok(s) to these sites:
(" Apply role(s) to all stes

M waL

Status | Enabled =l

5.Enter the Role, Sites, and Status information.
oFor Role, select Administrator.
oFor Sites, select the site that you just created.
eFor Status, select Enabled.

6.Click Save to complete the creation of the user.

Tip: For other users who will have access to this site, you will need to go back to the original site and edit
the users so that they have access to view or use this new site.

Tip: You should create a workgroup for this site and make it the default. Refer to instructions in the
VoiceLink Online Help for more information.

3.4.4 Creating Regions for the Site

Next, you must create the regions to enable the site to import data.

1.In the left navigation pane, select Regions from the drop-down menu.
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[ i [ v nr st ot S TR o e e O x mmz mn

View Regions

Hanage Fller Add or Bemeve Cokmng |

Navigation

Selection Home
Assignments & Picks
Labor

Shofts ,
> [Regions =

- G0 o -

Break Types
Containers

Defvery Mappings
fems

There are no recon

tem - Location Mappings
Locations

g Lots

Operators

Printers

Reports
Summary Promgis
Workgroups

Note: If using the site-specific administrator login, the drop-down list of sites (under Site
Information) will NOT appear. The site-specific administrator has the ability to create
regions ONLY within their site.

2.The View Regions screen opens:
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Site Information

Navigation

Selection Home

Assignments & Picks

Labor

Shots

him

Region Actions

Mm!{ﬁﬂlﬂ.ﬂ

View Regions

Implementation Guide

There are no r

3.Click the Create New Region action link. The Create Region (Step 1 of 3) screen opens:
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Selection >> Regions >> Create

Create Region (Step 1 of 3)

Normal
Profile

| 099: RFS Manual Batch with No Contaners 2 ~|

Profile Confiqurati

Assignme%
Issuance

Manual Allow Delivery Yes

Print Labels Do Mot Print
Allow Multiple . .

Assignments L

r Containers

=

Allow Pass Pre-Create i
Assi Ho Containers
!nlgnrrlentu.

Allow Base Hems Yes Prompt For ld o

Case Label Check Prompt Delivery
Digits No On Container

Pick Prompt

Close

Allow Multiple
Prompt Type Muttiple Open =

Cuantitv ODamiiras Tarmat

4.Select the region profile for the new region from the Normal Profile drop-down list and
configure the region.

5.Repeat this step for any new regions within the site.

3.4.5 Deleting Sites in VoiceLink

If a site needs to be deleted or removed for any reason, use the following steps.

eDelete the site from the VoiceLink interface.

oEdit the import & export.xml files and remove the references to the deleted site; otherwise, the
next time the import job runs, the folders will be re-created. The import xml file is located at:

. <VoiceLink install directory>\apache-tomcat-6.0\webapps\VoiceLink\WEB-
INF\classes\import-setup.xml

3.5 Managing Multiple Sites

This section provides an overview of multi-site management within VoiceConsole, its benefits and its
limitations.

When VoiceConsole is installed, one default site named Default will exist in the system. You can create
named sites and assign various other data elements to those sites as well as import software across multiple
sites.

Note that while this feature is primarily used for different physical locations, you can define a site as
anything that you want to segregate. For example, you can define sites as different operational areas within
a site or you can set up separate test and production sites.

Vocollect—Confidential and Proprietary



44 Implementation Guide

3.5.1 Benefits

The benefits of multi-site management include the following:

Centralized Management VoiceConsole does not need to be implemented separately at each site or
distribution center.

Site-Segregated View A user with the proper privileges can easily switch between one site's data
and another site's data

Secure Access Only users with the proper privileges can view and manage multiple sites.

Importing Software A user can select one or more sites when importing Vocollect VoiceClient

Components Across software and Vocollect VoiceApps (tasks) into the system, giving consistency

Multiple Sites throughout the company.

Device Management Device profiles are linked to a site, which in turn is linked to a time zone.

When a device profile is loaded to a device, the device will automatically be
assigned to the proper site and time zone.

3.5.2 Limitations

The following are current limitations of multi-site management in VoiceConsole:

Network Because the network must handle a larger number of parallel operator loads

Requirements during the start of a shift, a centralized VoiceConsole installation requires an
appropriate amount of network bandwidth between each site being managed and
the VoiceConsole server. See "VoiceConsole System Requirements" on page 9 for
information on how much bandwidth is required.

Viewing Multiple Sites You can switch between different sites within VoiceConsole, but there is currently

Within a Single no way to view or manage multiple sites within a single browser session.

VoiceConsole Session However, the Home page in the application displays a Site Summary that
provides a summary of the sites in the system.

3.5.3 What You Need

If VoiceConsole will be installed into a multi-site environment, you will need:

eTotal number of sites
eTotal number of devices
eNumber of devices per site
oShift size

oShift startup times per site

3.6 Clustered and Load Balanced Environments
VoiceConsole can be installed on servers that are grouped for load balancing or failover. Failover systems
provide a fully redundant instance of each node, which is only brought online when its associated primary
node fails. In Load Balancing systems, when a node fails, traffic intended for that node is either passed
onto an existing node or load balanced across the remaining nodes.

Note that in load balanced environments, the dispatcher in the cluster needs to be configured for session
affinity. This configuration causes the client to always be connected to the same server in the cluster.
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Clusters can be of three types, as shown in Figure 3.4, Figure 3.5, and Figure 3.6. Note that these are simple
examples; they may not correspond exactly to your configuration.

3.6.1 Single Database with Clustered Application Servers

VoiceConsole is installed on multiple nodes of a clustered application server that communicates with a
single instance of a database. All VoiceConsole clients communicate through a dispatcher. This
configuration is shown in Figure 3.4.

The shared drive Shared Hard Drive
contains device logs F—
and firmware files, o Both instances of
VoiceConsole are
| configured to
e - " | connect to the same
= databasa instance
= L35
L] a
VeicalJonsole VeiceJonsola
Seqvar Sener
Clustered
Application
Servers
VoiceConsole
Client
Dispatcher
Databasea

Figure 3.4: Single Database with Clustered Application Servers

3.6.2 Single Application Server with Clustered Database

VoiceConsole is installed on a single application server. It communicates with a database that has multiple
nodes acting as a single interface for a common underlying database. This configuration is shown in Figure
3.5.

Vocollect—Confidential and Proprietary



46 Implementation Guide

Shared database

basa Data
Sever  Multiple nodes actas Sefver
3 single interface to
the shared database

Dispa lchm%

VoiceConsole
Client

VoiceConsole
Searver

Figure 3.5: Single Application Server with Clustered Database

3.6.3 Clustered Database and Application Servers

This configuration, shown in Figure 3.6 is just a combination of the two scenarios described above.

In this scenario there are no single points of failure as both the application servers and the databases have
some form of redundant response mechanism.
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Cata
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ase
ar

Sharaed databasa

h friv
The shared drive | g1 ed Hard Drive
contans devece 1098 i

and firmware files = <>
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Database l:"

Safver
Multipbe nodes act as %
a single inlerface o
the shared database

WoiceCorsaole

Clustered i

Applicabon
Servars

D:spamhéi% —AE Network ‘i Dispatcher

._
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Figure 3.6: Both Database and Application Server Clustering

3.6.4 Benefits

The benefits of clustered and load balanced environments include the following:

Load Balancing

Increase

performance

Performance can be increase if the system is going to be under heavy stress.

Facilitate scaling |Depending on implementation, VoiceConsole could grow by adding cluster nodes

without drastic changes to implementation architecture.

Failover

Fault tolerant Depending on implementation, VoiceConsole can continue to operate after an

application server and/or database failure.

3.6.5 Limitations

The following are current limitations of clustered and load balanced environments in VoiceConsole:

Load Balancing

Visible failed node |If using the VoiceConsole user interface when a node fails, you may have to log in
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symptoms again or repeat some actions.
Risk of potential Potential network bottlenecks based on network infrastructure between load
network bottlenecks |balancer, VoiceConsole servers, and database servers.

Implementing database clustering supported by database vendor may be necessary.

Failover
Visible Failover If using the VoiceConsole user interface while a failover occurs, you may have to log
Symptoms in again or repeat some actions. Devices may report some errors and have to resend

data if performing actions during a failover.

If database failover is desired, the customer must implement it as recommended by
their database vendor.

3.6.6 What You Need

If VoiceConsole will be installed into a clustered environment, you will need:

oThe logical hostname of the application server and/or database server cluster

oThe shared location of the device log and firmware files

3.7 Security Options

VoiceConsole provides support for several methods of authentication and encryption.

To keep networks secure, authentication combined with a protocol that supports authentication methods is
recommended.

Authentication is simply verifying that the user who is attempting to contact the network is who he says he
is. Server certificates provide verification to the user that he is connecting to the proper network.

Additionally, encryption is a way of changing data into a secret code. The recipient of the data requires a
pre-supplied key to decode it.

You can set up the following types of authentication and encryption in device profiles:
eWEP: Wired Equivalent Privacy

oWPA/PSK and WPA2/PSK: WiFi Protected Access with a Pre-shared Key

3.7.1 Extensible Authentication Protocol

VoiceConsole will be distributing credentials to devices in the device profile. Once these credentials are on
the devices, the devices will use them to connect to the wireless network. Credentials only need to be
entered once per site, operator or device until the credentials need to be changed. When necessary,
VoiceConsole will manage the distribution of the new credentials. If the client is using Talkman T5 devices
and the Talkman T5 Combination Charger, if enabled, one Talkman T5 device will distribute the
configuration file to all the other the devices in the charger saving time and effort.

How to configure EAP in VoiceConsole is discussed in detail in Chapter 1: Configuring Security.

3.7.1.1 Site-wide Configuration

Although Vocollect offers three credential association types (site-based, device-based, and operator-based)
in VoiceConsole, each of these must be configured on a site-wide basis. That is, even if the client selects to
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have device- or operator-based security, all devices and operators at a particular site must use the same type
of security. This is reinforced by the User Interface, which requires that you select one and only one EAP
type per site. See the section labeled "Association Types" on page 49 for more information on these types.

3.7.1.2 Restricted User

If EAP authentication is selected for the restricted user the device connect to the network with a restricted
set of credentials, identifying itself as a Vocollect device. It can only connect to VoiceConsole for the
purpose of loading the proper credentials. You can further restrict this user's access by assigning it to a
different SSID that only has access to a portion of the network. This different SSID may be on an open
network. In this case, you would not need credentials for the restricted user. Without the restricted user
solution, Vocollect would require that the credentials be loaded onto each device through the serial port if
the credentials expire or become obsolete when the password is changed.

The restricted user also has the following roles:

eWhen the device is in the charger, the restricted user is used to log onto the network.

oCredentials are distributed through the restricted user through the Talkman T5 Combination
Charger or over the network.

oThe restricted user can load tasks and operators.

Note: If you are using static IP addresses rather than DHCP, the restricted user must be on the same
network as the non-restricted network, as devices cannot support two static IP addresses.

You can configure the following Extensible Authentication Protocol methods for each site:

EAP-TLS EAP-Transport Layer Security

EAP-TTLS/MSCHAPv2 EAP-Tunneled Transport Layer Security/Microsoft Challenge Handshake
Authentication Protocol

PEAPvVO/EAP- Protected Extensible Authentication Protocol/Microsoft Challenge Handshake
MSCHAPv2 Authentication Protocol

PEAPvV1/EAP-GTC Protected Extensible Authentication Protocol/Generic Token Card

LEAP Lightweight Extensible Authentication Protocol

3.7.1.3 Association Types

Because the devices do not provide a user interface for entering usernames, passwords and Personal
Identification Numbers, Vocollect developed the concept of Association Types. Association types
determine the point at which credentials are required.

For each site, you can select one of the following:

Site Based There is a single username and password or certificate for all operators and devices at a given
site. This option is the closest to what existed in versions previous to VoiceConsole 2.4.

Device Each device will have its own username and password or certificate. In this configuration,

Based operators don't need to be involved in the authentication process, as all authentication is
between the device and the authentication server.

Operator  Each operator must log onto VoiceConsole to enter a username and password and, optionally, a

Based PIN. The operator must enter that password (and PIN, if selected) on the device before he can
connect to the full network.

Vocollect—Confidential and Proprietary




50 Implementation Guide

The EAP options will either be configured by or with significant input from an IT professional. It is this
person who will make the decision as to which type of configuration will be used at this site and will have
the needed information.

3.7.1.4 What You Need

If you are configuring VoiceConsole for EAP, you will need:

oThe EAP type used

e Association type

oType of credentials the client wants the device to use to authenticate to the network
eWhether the user will need to enter a PIN to get onto the network

eWhether the device will log off when it goes into the charger

oThe username and password or certificate of the restricted user that the device will use when it is
in the charger in order to communicate to VoiceConsole

Note: If Certificate is selected, Vocollect strongly recommends using PEM or base 64 formatted
certificates.

oThe PIN that the user must enter to log onto the network
LDAP settings are optional for site- and device-based association types. They are required for the operator-
based association type. If you choose to use LDAP, you will also need:

oThe hostname of the machine on which the LDAP server is running

oThe port on which the LDAP server is listening

oThe username that VoiceConsole will use when attempting to find the distinguished name of an
operator in the Directory Service

oThe password that VoiceConsole will use when attempting to find the distinguished name of an
operator in the Directory Service

oThe search base that VoiceConsole will use when trying to find a particular user in the Directory
Service

oThe attribute that VoiceConsole will search on when trying to find a particular user in the
Directory Service

oThe attribute that VoiceConsole will modify when changing the password of a user in the
Directory Service

3.8 Configuring the Browser

Prior to installation, you need to ensure that your browser is configured properly.

Regardless of which browser you are using, you must configure your browser as follows to enable the
application to work correctly and provide security:

eBrowser must be set to reload the page at each visit.

eJavaScript must be enabled.

eBrowser must be configured to accept cookies.

eBrowser must have the maximum number of simultaneous connections set to your preference for
the Device Dialog Display feature.
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These browser settings are typically accessed by selecting Tools | (Internet) Options.

The following subsections cover browser configurations specific to the type of browser you may be using.

3.8.1 Internet Explorer Configuration

This change is only required when viewing VoiceConsole in Internet Explorer 6.0.

1.Go to Internet Options.

2.Click the Advanced tab.

3.Under Browsing, uncheck Display a notification about every script error.
4.Save your changes.

This change keeps notifications for minor JavaScript issues from being displayed. If your browser is
configured to display notifications, you may encounter a notification as shown below:

,Q Internet Explorer N x|

aor functioning propery. In the future, you can display this message by

Problems with this Web page might prevent it from being displayed properhy
& double-clicking the waming icon displayed in the status bar.

v Always display this message when a page contains emaors.

QK I Hide Details <<

Line: 757 =

Char: 4

Emor: Object expected

Code: 0

URL: http: A fzuraicelink: 30905 aicelink/admindicenzsing agreement! ;I
Eresiouz Ewt |

Figure 3.7: Internet Explorer Notification

In this message, you can uncheck Always display this message when a page contains errors to avoid
seeing this type of notification in the future.

3.8.1.1 Configuring Internet Explorer for the Device Dialog Display Feature

In order to fully use the Device Dialog Display feature, Vocollect recommends configuring Internet
Explorer to modify the limit of simultaneous connections.

To do this, add the following registry keys and set the dword values to the maximum number of
simultaneous connections you want:

eHKEY CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\"MaxConnectionsPerServer"=dword:<maximum number of browser windows open at
once>

eHKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\"MaxConnectionsPerl 0Server"=dword:<maximum number of browser windows open
at once>
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3.8.2 Firefox Configurations

These changes are only required when viewing VoiceConsole in Firefox browsers.

Before you can use certain features in Firefox browsers, you must make the following configuration
changes:

1.In your browser's address bar, type: about:config
The browser then displays a list of properties.
2.Type signed in the filter box, just above the list of properties.

3.Find the entry named signed.applets.codebase_principal_support in the property list, and
double-click the entry to change the value from false to true. This change will enable you to copy
records from VoiceConsole tables to the Windows, RedHat Linux, CentOS Linux or SUSE Linux
clipboard.

4.Click OK.
5.Type browser.link in the filter box, just above the list of properties.

6.Find the entry named browser.link.open_newwindow in the property list, and double-click the
entry. Change the value to 2. This change will enable context-sensitive help links to open in a new
browser window.

7 Restart the browser.
In addition to the previous process, do the following to verify that your browser is configured to open new
pages in a new window:

1.Select Tools | Options.

2.Click Tabs.

3.For the parameter, New pages should be opened in, click the option to open new pages in a new
window.

4.Click OK.

3.8.2.1 Configuring Firefox for the Device Dialog Display Feature

In order to fully use the Device Dialog Display feature, Vocollect recommends configuring Firefox to
modify the limit of simultaneous connections.

To do this,
1.In your browser's address bar, type: about:config
The browser then displays a list of properties.

2.Type max-con in the filter box, just above the list of properties.

3.Find the entry named network.http.max-connections-per-server in the property list, and
double-click the entry.

4.Change the value to the maximum number of simultaneous connections you want.
5.Click OK.
6.Type max-per in the filter box, just above the list of properties.

7.Find the entry named network.http.max-persistent-connections-per-server in the property list,
and double-click the entry.

8.Change the value to the maximum number of simultaneous connections you want.
9.Click OK.
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10.Restart the browser.
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4 Installing VoiceConsole for the First
Time

This chapter describes how to install VoiceConsole for the first time; that is, when there are no previous
instances of VoiceConsole at your site.

When you install this version of VoiceConsole for the first time, the following two users are installed with
the application with default passwords:

User Default Password

admin admin

vocollect voiceworks

4.1 System Components

The following system components are installed when you install VoiceConsole:
eApache Tomcat 6.0
eJava™ Development Kit 1.6 (JDK)
sVoiceConsole Web Application

e\oiceConsole Online Help

eVocollect Hardware Help

Note: If you choose to use WebLogic as your application server, VoiceConsole must be installed using a
different process. See "Deploying VoiceConsole to WebLogic " on page 67.

4.2 Available Ports and Protocols

VoiceConsole uses the following protocols:

e[nternet Control Message Protocol (ICMP)
eHypertext Transfer Protocol (HTTP)
eHypertext Transfer Protocol with Secure Sockets Layer (HTTPS)
The following ports are used by default by the Apache Tomcat Service for proper startup and shutdown:

#9090
*9091
09443
#9005
©9009

If these ports are not available, the next available ports are used.
The following TCP port must be available for communication between VoiceConsole and VoiceClient:

oTCP: 21050
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4.3 Standard Installation Procedure

If you are installing with AIX, you cannot use the process below. You must perform a silent
installation. See "Initiating a Silent Installation" on page 88.

Note: If you choose to use WebLogic as your application server, VoiceConsole must be installed using a
different process. See "Deploying VoiceConsole to WebLogic " on page 67.

1.If one is not already installed, install the database platform See "UNRESOLVED CROSS
REFERENCESee MySQL 5.0 Community Server” on page 13 for special installation steps if
using MySQL.

2.Create a blank VoiceConsole database and a user with create, read, and write permissions to the
database. When you run the installer in the next step, the database schema will be created
automatically.

3.Run the installer. It should start automatically when you place the DVD in the DVD drive if you
are using Windows. If it does not, navigate to the DVD drive and double-click
VocollectEnterpriselnstaller.exe on Windows or copy the files from the VoiceConsole DVD to
your computer and double-click VocollectEnterpriseInstaller.bin on RedHat Linux or CentOS
Linux.

! Yocollect Enterprise Installer

Introduction

InstallAnywhere will guide you through the installation ofYacollect
Enterprize Products.

ITvou are upgrading from a presvous version, Yocollect strongly
recommends you backup the database vou are using for the
previous version before upgrading to this varsion

Iis strongly recommended that vou guit 21l programs before
continuing with this installation.

Click the “Mext” button to proceed fo the nest screen. Ifvou want fo
change something on a previows screen, click the "Previous”
buttorn.

You may cancel this installation at army time by clicking the
"Cancel buiton.

Cancel Frevous

4.The Introduction window will appear. As suggested, close all other programs on the machine on
which you are installing. Click Next.
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License Agreement

Installation and Use of Vocollect Products Requires Acceptance
of the Foilowing License Agreement:
VOCOLLECT, INC. LICENSE AGREEMENT @

Confguration

Da et L YOU SHOULD CAREFULLY READ THE FOLLOWING
Fre-Installaion Surnmany LICENSE AGREEMENT (“AGREEHINI‘“) BEFORE USING
THIS SOFTWARE AND DOCUMENTATION. VOCOLLECT,
MNC. (*VOCOLLECT ) IS ONLY WILLING TO PROVIDE
THIS SOFTWARE AND THE ACCOMPANTING
DOCUMENTATION TO YOU UPON THESE TERMS AND
CONDITIONS. ANY USE OF THIS SOFTWARE AND
DOCUMENTATION WILL CONFIRM YOUR AGREEMENT TO
EBE BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS AGREEMENT,
DO MNOT INSTALL OR USE THE SOFTWARE.

(%) Faccapt the terms of the Licenze Agreems
() 1 do WOT accept the terms of the license Agresment

allation Cormps|atz

Is this an upgrade installation from another machine?

[ Proious i Nt

Vocollect—Confidential and Proprietary



VoiceConsole 3.2 57

6.In the Non-Local Upgrade window, select No and click Next.

e

Choose Install Folder

Please choosea the installation Location:

Where Would You Like to Install?
|Ci|Program Files) YocolectoiceConsale

| Restore Default Folder || Choose..

e =

7.In the Choose Install Folder window, you are prompted to select a directory into which to install
VoiceConsole. Click Choose to navigate to a location other than the default and click Next, or
click Next to accept the default location.

Application Cluster

Wil this installation be par of & clusterad or load balanced
anvironment?

Datanass Ssiings

Fra=instzblation Surmmzary

Irvstalling

ttallation Cormplate
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8.In the Application Cluster window, select No to select a standard installation and click Next. If
you want to install to a clustered server environment, see "Installing into a Clustered
Environment" on page 71 on page 71 for more information.

Log Files Directory

Flease enter the location to store log files,

on S any

Please Choose a Folder:
|c:'|,Frngrur| Files¥ocobect| YolesCansalelLogs |

[ Restora Default Folder ][ Choosa... ]

Itz stion Cormplalt

[ cane |

9.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities in the VoiceConsole application. Click Choose to navigate to a
location other than the default and click Next, or click Next to accept the default location.
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Tomecat Service Settings

The following Infarmation is used as the login Information for the
application serser sapica.

atlon Surnmse

Irvztalling. & Use LocalSystem

tion Cormplaie

e € Use Bxisting Accaunt
Username |

Password |

[ oane ) | rrevous I

10.In the Tomcat Service Settings window,

. if you use Windows, select Use LocalSystem or Use Existing Account. The
LocalSystem account does not require a username and password.

. if you use RedHat Linux or CentOS Linux, select Use Vocollect User or Use
Existing Account. The Vocollect User account does not require a username and
password.

If you selected Use Existing Account, enter the username and password for the account. This
user must have read permissions to the directory from which the installation program is being run.
In addition, this user must have permissions to log on as a service.

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.
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Yocollect Enterprise Installer JJE].ﬁI
Application Ports

Pleaze enter the ports that the application server will use:

HTTP Port: Ig]g]
zilliny..
izllatian Sl HTTPS Port: |94-13
AJP Port: Imm

Shutdown Port: |g:||:|3

Dialog Display Pnrt:lg;,m

| Prevous || Ned

11.In the Application Ports window, the port fields display the ports that the application server will
use. If necessary, you can enter different ports. Click Next.

ct Enterprise Installer

VoiceConsole® Hosthame

In arder for Vocollect YolceClient® devices to communicale with
VoiceConsole®, yvou must specify the hostname ofthis machine. A
defaultvalue has been detacted and is shown below, [Tyour
network is configured such that devices must refer to this maching
by another name, please change the default.

YoicaConsole® Hostname: | 1T-2408
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12.In the VoiceConsole Hostname window, enter the hostname of the machine onto which you are
installing VoiceConsole or accept the detected name and click Next.

! Yocollect Enterprise Installer

Application Files Location

Enter the location where you wauld like application files such as
device logs and VoiceClients to be stored.

Ao SUFnrary

Installing)...

Storage Directory
| C|Program FilesivorokectvoiceConsolelvoireConsoke3, 2

lriskallzitern Clarolzt

Restore DefaultFoider | Choose.. |

13.In the Application Files Location window, specify where you would like to have application
files stored. Click Choose to navigate to a location other than the default, or click Next to accept
the default location. Click Next.

Note: You cannot use a UNC path ( ex. \ComputerName\Path) as the Storage Directory.

Note: The Application Files Location must have enough room to store device logs, which will
grow very large in a short amount of time. See "VoiceConsole System Requirements" on page 9
for more information.
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&%)

Database Server Type

Flease select the type of database sarverto use for this
Installation,

M Pre-installation Surnrmary
B nstailing. .

M insiallation Complaiz

(%) Basic Seftings

() Advanced Seftings

[ cancel | Iﬂ

14.In the Database Server Type window, select the database server you will use and select if you
want to use basic or advanced settings. Click Next.

Note: The database server should be installed prior to running this installation program.

15.In the Database Server Settings window, enter the information for one of the following database
server types:

Embedded Database

Field Description Valid Entry Format

Port |The port that the database [Must be an integer between 1025 and 65535.

uses.
Default is 9101.

Note: This must be different than the default Apache Tomcat ports for
roper startup and shutdown.

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.

For Basic
Field | Description Valid Entry Format
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Hostname DNS name or IP Must be less than 64 characters in length.
address of the machine
hosting the database.  |Valid characters: letters, numbers, periods, and hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the Must be an integer between 0 and 65535.

database uses.

Default is 1433.

Database name

The name of the

database.
For Advanced
JDBC URL The JDBC URL for the |jdbc:sqlserver://<host>:<port>;DatabaseName=<database
database. name>
For Both Basic and Advanced
Field Description Valid Entry Format
Authentication Type If installing on

(Windows installs only
where existing user
specified for Tomcat
Server configuration)

Windows and an
existing user was
specified for the
Tomcat Service
configuration, you can
select to use NT
Authentication.
Otherwise, select SQL
Server Authentication.

Database username

The username that the
application should use

to log into the database.
This is disabled if using

NT Authentication.

Database password

The password of the

user that the application

should use to log into
the database. This is
disabled if using NT
Authentication.

Database schema

The database schema
you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic

Field

Description

Valid Entry Format

Hostname

DNS name or IP address of the machine
hosting the database.

Must be less than 64 characters in length.

Valid characters: letters, numbers, periods, and
hyphens.
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Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
Oracle 10g

For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
MySQL

For installations using MySQL, you must enter the following information:

For Basic

Field

Description

Valid Entry Format
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Hostname DNS name or IP address of the machine  |Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL |The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should
username use to log into the database.
Database The password of a user that the application [Invalid character: $
password should use to log into the database.

;! Yocollect Enterprise Installer

B nzislling.

Pre-Installation Summary

Zlx|

Please Review the Following Before Continuing:

Fort 9090

ilatorn Carmplaiz

Salected Components:
Tomcat Application Server
YoiceConsale 3.2

Application Server Infermation:

Application Info-rma:tion:|

Base Install Folder. Ch\Program
Files\WwocollectoiceConsaole

Storage Folder; CA\Program
Files\wocollectoice ConsoleWoiceConsole3 2
Host Mame: IT-2408

T

16.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.
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Installation Message x|

L1 JDK 1.6 Installation

Inoider bo un Wocollest Enterprize Praducts, the Java Development
Kot 108 miust be installed on this machine. The JDEwill be irctalled.

ISR

17.You will be notified that the installer is about to install the Java Development Kit (JDK). Click
OK.

Fr Installation Complete

You can acoass VolcaeConsola from

any wab browsar (n your Entorprisa,

Installing... Java Runtime Emaronment

Cancel
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18.The installation will begin. A series of windows will appear, informing you of what is being
installed. The progress bar provides an indication of how much longer the installation will run.

W Yocollect Enterprise Installer

Install Complete

Vocollect Enferprize Products has been successfully installed fo;
CAProgram FilestocollectiioiceConsole
Click the “Done® button to et the installar,

The vocollect Applicgtions can be accessed atthe Tallowing web
address:
hitpeT- 24089090/ aiceConsalef

19.When the installer is done, you will see a window letting you know where the application is
installed and where a file containing information about the installation is located. Click Done to
exit this window.

4.4 Deploying VoiceConsole to WebLogic

If you choose to use WebLogic as your application server, perform the following steps to deploy
VoiceConsole to WebLogic.

Note: WebLogic is only supported with SUSE Linux.
Note: Java JRE 1.5 or newer is required for this process to run the .sh files.

Note: If you have any issues running shell scripts (.sh files), try converting line endings to your native
platform’s line endings with a program like dos2unix.

1.Create a weblogic folder in the VoiceConsole folder in the location you chose to install
VoiceConsole. By default this location is /opt/Vocollect/VoiceConsole<version>

2.Copy the contents of the weblogic folder from the VoiceConsole DVD to the weblogic folder you
created in Step 1. You have now created the WebLogic directory.

3. If using RedHat Linux, create a system environment variable called JAVA_HOME pointing to
the JAVA installation folder by editing the .bash_profile file in a text editor.

If using SUSE Linux, create a system environment variable called JAVA _HOME pointing to the
JAVA installation folder by editing the /etc/profile file in a text editor.

Note: After setting this variable you must logout and log back in to set it permanently.

4.Create a system environment variable called VOICE_CONSOLE_HOME pointing to the
WebLogic directory by editing the profile file in a text editor.
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Example: Edit /root/.bash_profile and add a line as follows:

export
VOICE_CONSOLE_HOME=/opt/Vocollect/VoiceConsole3.2/weblogic

5.Save the file.

6.0pen the install.properties file in the tools folder located in the WebLogic directory, and enter
all of the properties for VoiceConsole.

You will need the database connection URL, schema name, user name, password, host name,
WebLogic port (default 7001) and SSL port (default 7002).

Example file contents (RedHat Linux on Oracle):
database.type=oracle
database.url=jdbc:oracle:thin:@localhost:1521:orcl
database.username=vc

database.password=vc

database.schema=VC
file.basedir=/opt/Vocollect/VoiceConsole<version>
vc.hostname=10.0.0.1

vc.port=7001

vc.ssl.port=7002

7.Save the file.
8.0pen a terminal prompt, and go to the tools folder located in the WebLogic directory.

9.Edit the ./RunWLSetup.sh file located in the tools folder by adding the java path to the
beginning of the file.

10.Run the ./RunWLSetup.sh file located in the tools folder.

11.In the WebLogic directory, go to the config folder, open the log.properties file in a text editor,
and modify the system.log.directory property to point to the directory where the WebLogic logs
are stored.

12.Create a WebLogic domain named vocollect. Note the domain location for use later.

13.0pen setDomainEnv.sh, located in <domain location from step 12>/bin, in a text editor and
change the following lines:

Note: To ensure accuracy, copy and paste the lines to replace the original text.

add -Dvc.home={voice console home} to JAVA PROPERTIES as follows:
-Dvc.home=${VOICE_CONSOLE_HOME}

Example: JAVA PROPERTIES="-Dplatform.home=${WL HOME} -Dwls.home=${WLS HOME} -
Dweblogic.home=${WLS HOME} -Dvc.home=${VOICE_CONSOLE HOME}"

add a definition for PRE_ CLASSPATH as follows:

PRE CLASSPATH=${VOICE_CONSOLE_HOME}/lib/antlr-2.7.6 jar:
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${VOICE_CONSOLE_HOME}/lib/rhino-1.6R6.jar: ${VOICE_CONSOLE_HOME}/lib/velocity-tools-
1.4 jar: ${VOICE_CONSOLE HOME}/lib/commons-logging-1.1.jar:
${VOICE_CONSOLE HOME}/config: ${VOICE _CONSOLE HOME}/resources

Note: Ensure there are no spaces in the PRE CLASSPATH and the definition must be all on one line.

14.Save and close the file.
15.Run the startWebLogic.sh file.

16.0pen and log into the Admin Server for WebLogic using a Web browser and go to the WebLogic
console. Use the admin user and password you created for the domain in Step 11.

17. Under the Domain Structure, click Deployments.
18.Click Lock & Edit.
19.In the Deployments table, click Install.

20.Navigate to the webapps folder located in the WebLogic directory, select the VoiceConsole.war
file, and click Next.

21.Select Install this deployment as an application, and click Next.

22.Select DD Only: Use only roles and policies that are defined in the deployment descriptors
and I will make the deployment accessible from the following location, and click Finish.

23.Select VoiceConsole, and click Activate Changes.The application status changes to Prepared.
24 Select VoiceConsole, and click Start in Deployments.
25.Select Servicing All Requests.
26.Click Yes.
The deployment of VoiceConsole on WebLogic begins, and the application status changes to
Start Running.
Now, you must configure SSL for WebLogic, by performing the steps that follow.

27.0pen and log into the Admin Server for WebLogic.
28.Under Domain Structure, click Environment.
29.In the Summary, click Servers.

30.Click Lock & Edit.

31.Click AdminServer.

32.Activate the SSL Listen Port Enabled check box, and in the SSL Listen Port text box, enter the
SSL port you want to use.

33.Click Save.
34.Select the Keystores tab.
35.From the Keystores drop-down box, select Custom Identity and Java Standard Trust.

36.In the Custom Identity Keystore ficld, enter the path to the .keystore file in the webapps
directory of the deployment directory.

37.In the Custom Identity Keystore Type field, enter jks.

38.In the Keystore Passphrase field, enter changeit.

39.In the Java Standard Trust Keystore ficld, enter changeit.

40.In the Java Standard Trust Keystore Type field, enter changeit.

41.In the Custom Java Standard Trust Keystore Passphrase field, enter changeit.
42.Click Save.
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43.Select the SSL tab.

44 .In the Identity and Trust Locations drop-down list, select Keystores.
45.In the Private Key Alias field, enter tomcat.

46.In the Keystore passphrase ficld, enter changeit.

47.Click the Save.

48. Click Activate Changes.

Now you must set up Web Services by performing the steps that follow.

49. Open and log into the Admin Server for WebLogic.
50.Under Domain Structure, click Security Realms.

51.Click myrealm.

Note: The default admin user for VoiceConsole has a five character password, which will not pass
the default password security for WebLogic. To change that setting:

Select Providers.

Click Default Authenticator.

Select the Provider Specific tab.
Click Lock & Edit.

Set the minimum password length to 5.
Click Save.

Click Activate Changes.

Log out of Admin Server.

=) =Sl B IS K B ) ) I

Stop the WebLogic process and restart WebLogic.

._.
S

Start again with step 48. You will not need to perform these steps again to
change the password length.

52.In myrealm, select the Users and Groups tab, and click New.

53.Enter details about the user who is accessing Web (SOAP) Services, and click OK. Repeat this
step for all the users who are going to access Web Services.

Note: These WebLogic users must also exist in VoiceConsole, and use the same user ID and
password as they do in VoiceConsole.

54.0pen a terminal prompt, and go to the install folder in the WebLogic directory.

55.Run the command chmeod +x *.sh, and then run the ./deploySOAPServices.sh file indicating the
proper hostname/IP address, port number, user name and password.

Example: ./deploySOAPServices.sh 10.0.0.1 7001 admin admin

56.After that file has run, run the ./listSOAPServices.sh file indicating the proper hostname/IP
address, port number, user name and password. The output of this file lists the Web Services that
have been installed and the URN for each installed Web Service.

There should be the following services listed:
urn:com.vocollect.voiceconsole.web.soap.OperatorAccess
urn:com.vocollect.voiceconsole.web.soap.Terminal Access

urn:com.vocollect.voiceconsole.web.soap.TaskAccess

Vocollect—Confidential and Proprietary



VoiceConsole 3.2 71

WebLogic will now be used as the Application Server and all VoiceConsole log files are created in the logs
folder of the folder you indicated in step 11.

4.4.1 Starting VoiceConsole on WebLogic

Once you have deployed VoiceConsole to WebLogic, perform the following steps to open and use
VoiceConsole:

1.Ensure the database is running. If not, start the database.

2.Navigate to the bin folder in your vocollect domain folder, and run the ./startWebLogic.sh
command.

3.When prompted, enter the WebLogic domain administrator username and password.

4.0pen and log into VoiceConsole.

4.5 Installing into a Clustered Environment

This installation procedure is different from the standard installation procedure in that you must install on
each node in the cluster individually. The license that was provided to you must be imported into each
installation.

4.5.1 Installing Into the First Node

1.If one is not already installed, install the database platform.See See MySQL 5.0 Community
Server” on page 13 for special installation steps if using MySQL.

2.Create a blank VoiceConsole database and a user with create, read, and write permissions to the
database. When you run the installer in the next step, the database schema will be created
automatically.

3.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriseIlnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriselnstaller.bin on RedHat Linux and CentOS Linux.
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¥ Yocollect Enterprise Installer

Implementation Guide

Introduction

InstallAnywhers will guide you through the installation ofVYacollect
Enterprize Products.

ITyou are upgrading from a previous version, Yocollect strongly
recommends you backup the database you are using for the
previous version before upgrading to this varsion,

INi= stronghy recommended that vou quit 21l programs before
continuing with this installation.

Click the *Mext button to proceed 10 the naxt screen, ITyou want to
change something on a previous screen, click the "Previous”
button.

You may cancel this installation at zmy time by clicking the
"Cancel buiton.

Fresous

4.The Introduction window will appear. As suggested, close all other programs on the machine on
which you are installing. Click Next.

M Configuration

L Satting:

e Pre-inzizliation Suenmer
L{THIS

itian Cornplas
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YOU SHOULD CAREFULLY READ THE FOLLOWING

|THIS SOFTWARE AND THE ACCOMPANYING
' DOCTMENTATION TO YOU UPON THESE TERMS AND

DOCTUMENTATION WILL CONFIRM YOUR AGREEMINT TO
'BE BOUND BY THIS AGREEMENT. [F YOU DO NOT AGREE

License Agreement

Installation and Use of Vocollect Products Requires Acceptance

ofthe Following License Agreement.
'VOCOLLECT, INC. LICENSE AGREEMENT @

LICENSE AGREEMENT (" AGREEMENT™) BEFORE USING
THIS SOFTWARE AND DOCUMENTATION. VOCOLLECT,
INC.("VOCOLLECT*) 1S ONLY WILLING TO PROVIDE

COMNDITIONS. ANY USE OF THIS SOFTWARE AND

TO THE TERMS AND CONDITIONS OF THIS AGREEMENT,
DO NOT INSTALL OR USE THE SOFTWARE.

() I do WOT sccent the temms of the Lcense Agresment

rrevous J__ven ]
8 5
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5.In the License Agreement window, you must accept the agreement to continue. Click Next.

Choose Install Folder

Please choose the installation Location:

M Diatabas nil s

M Procinstallziion Surimsny

M nstalling.

Where Would You Like to Install?

M |nchallstion Cormplete

[ Restore Default Folder ]]' Choose..,

Cemion e |

6.In the Choose Install Folder window, select a directory into which to install VoiceConsole. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location.

Application Cluster

Will this installation be part of a clustered or load balanced
enyironment?

Pre-Insiailabion Surnrary

Installahon Complatz
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7.In the Application Cluster window, select Yes and click Next.

Shared Cluster Folder

Please choose a shared location that can be accessed by all
cluster nodes,

atlon Surmrmany

Installing.

Please Choose a Folder:
(\share |

levstallation Corrplets

r Restore Default Folder ” Choose.., -|

I

[_concel_|

8.In the Shared Cluster Folder window, select a directory that can be accessed by all cluster
nodes. Click Choose to navigate to a location other than the default and click Next, or click Next
to accept the default location.

Note: You cannot use a UNC path ( ex. \ComputerName\Path) as the Shared Cluster Folder.
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Pre-Insiailabion Surnrary
Inztalling.

Installahon Complatz

75

Cluster Hostname

Flease specify the cluster logical hostname.

This is the netwark addresss used to access services provided by
the clustar, notthe local maching's hosiname.

Cluster Hosiname

9.In the Cluster Hostname window, enter the logical hostname of the cluster onto which you are
installing VoiceConsole and click Next.

Log Files Directory

Flease enter the [ocation to store log files.

Please Choose a Folder:
CiiProgram FiesiYocollzctiYoiceConsolelLogs

E Restore Default Folder H Choose... ]

[ rreamss )N
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10.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities and information on any abnormal findings and errors that may occur
in the VoiceConsole application. Click Choose to navigate to a location other than the default, or
click Next to accept the default location. Click Next.

Tomceat Service Settings

The following information is used as the login information for the
application server senice

() Use LocalSystem

Itz stion Cormplais

{73 Use Existing Accourt

Username I

Password I

[ cancel | [ preaous JB{  Nex {

11.In the Tomecat Service Settings window,

. if you use Windows, select Use LocalSystem or Use Existing Account. The
LocalSystem account does not require a username and password.

. if you use RedHat Linux or CentOS Linux, select Use Vocollect User or Use
Existing Account. The Vocollect User account does not require a username and
password.

If you selected Use Existing Account, enter the username and password for the account. This
user must have read permissions to the directory from which the installation program is being run.
In addition, this user must have permissions to log on as a service (refer to
http://support.microsoft.com/kb/259733/EN-US/ for more information on how to set up these
permissions).

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.
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¢ Yocollect Enterprise Installer - IDIE'
Application Ports

Flease enter the ports that the application serer will use;

HTTP Port: Imgu
alon Cormplaiz HTTPS Port: |9443
AJP Port; |g:|1|:|

Shutcdown Port: |g:||:|5

Dialog Display Port:| sq1

12.In the Application Ports window, the port fields display the ports that the application server will
use. If necessary, you can enter different ports. Click Next.

Database Server Type

Flease selectthe type of database server to use for this
Instablation,

¥ Bracnstallation Surnimary

M nslalling

M nthallation Cornplzte

Database Server: SOl Server 2005

(%) Basgic Seftings

{7} Advanced Settings

13.In the Database Server Type window, select the database server you will use and select if you
want to basic or advanced settings. Click Next.
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Note: The database server should be installed prior to running this installation program.

Note: Embedded database is not supported in clustered environments.

14.In the Database Server Settings window, enter the information for one of the following database

server types:

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.

For Basic

Field

Description

Valid Entry Format

Hostname

DNS name or IP
address of the machine
hosting the database.

Must be less than 64 characters in length.
Valid characters: letters, numbers, periods, and hyphens.

Cannot begin or end with a period or hyphen.

Port

The port that the
database uses.

Default is 1433.

Must be an integer between 0 and 65535.

Database name

The name of the

database.
For Advanced
JDBC URL The JDBC URL for the |jdbc:sqlserver://<host>:<port>;DatabaseName=<database
database. name>
For Both Basic and Advanced
Field Description Valid Entry Format
Authentication Type If installing on

(Windows installs only
where existing user
specified for Tomcat
Server configuration)

Windows and an
existing user was
specified for the
Tomcat Service
configuration, you can
select to use NT
Authentication.
Otherwise, select SQL
Server Authentication.

Database username

The username that the
application should use
to log into the database.
This is disabled if using
NT Authentication.

Database password

The password of the
user that the application
should use to log into
the database. This is
disabled if using NT
Authentication.
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Database schema

The database schema
you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  |The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
Oracle 10g

For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database

name>
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For Both Basic and Advanced

Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
MySQL

For installations using MySQL, you must enter the following information:

For Basic
Field Description Valid Entry Format

Hostname IDNS name or IP address of the machine Must be less than 64 characters in length.

hosting the database.
Valid characters: letters, numbers, periods, and

hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL |The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should
username use to log into the database.
Database The password of a user that the application (Invalid character: $
password should use to log into the database.
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(o
Pre-Installation Summary

Please Review the Following Before Continuing:

Selected Components:
Tomcat Application Server
YolceConsole 3.2

siallind,

Port 3090

Ll iEja iz

Application In'l'nmuﬂun:|

Storage Folder: C\Program

Host Mame: IT-2408

Application Server Information:

Base Install Folder. CAProgram
Files\wocollectWoiceCaonsale

Files\wocollectWoiceConsoleWwoiceConsoled 2

il

15.In the Pre-Installation Summary window, review the settings. Click Previous to go back and

change settings; click Install to proceed with the installation.

Installation Message x|

JDK 1.6 Installation

Inonder bo wn Wosollect Enterprise Products, the Java Development
Bt 18 mist B installed on this machine. The JDEwll be iretalled.

16.An Installation Message appears notifying you that the installer is about to install the Java

Development Kit (JDK). Click OK.

Vocollect—Confidential and Proprietary



82 Implementation Guide

e nstallation Complets

You can access VolceConsola fram
any wab browsar in your Enterprise.

Installing... Java Runtime Emdronment

17.The installation begins. A series of windows will appear, informing you of what is being installed.
The progress bar provides an indication of how much longer the installation will run.

Install Complete

Vocollect Enferprize Products has been successfully installed fo;
CAProgram FilestocollectiioiceConsole
Click the “Done® button to et the installar,

The vocollect Applicgtions can be accessed atthe Tallowing web
address:

hitp:lT-Z2408: 3030/ 0iceConsolel

Cancel Frevious

18.When the installer is done, a window appears letting you know where the application is installed

and where a file containing information about the installation is located. Click Done to exit this
window.
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4.5.2 Installing into Additional Nodes

Note: If you are installing into an Active/Passive cluster configuration, make sure that the active node has
access to shared resources—for example, the log and firmware files location.

1.Run the installer.

2.The Introduction window appears. As suggested, close all other programs on the machine on
which you are installing. Click Next.

3.In the License Agreement window, you must accept the agreement to continue. Click Next.
4.In the Non-Local Upgrade window, select No and click Next.

5.In the Choose Install Folder window, select a directory into which to install VoiceConsole. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location.

6.In the Application Cluster window, select Yes and click Next.

7.In the Shared Cluster Folder window, select the directory you set when you installed into the
first node. Click Next.

Note: You cannot use a UNC path ( ex. \ComputerName\Path) as the Shared Cluster Folder.

8.In the Log Files Directory window, specify where you would like to have log files stored. Click
Next.

9.In the Tomcat Service Settings window,

. if you use Windows, select Use LocalSystem or Use Existing Account. The
LocalSystem account does not require a username and password.

. if you use RedHat Linux or CentOS Linux, select Use Vocollect User or Use
Existing Account. The Vocollect User account does not require a username and
password.

If you selected Use Existing Account, enter the username and password for the account. This
user must have read permissions to the directory from which the installation program is being run.
In addition, this user must have permissions to log on as a service (refer to
http://support.microsoft.com/kb/259733/EN-US/ for more information on how to set up these
permissions).

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.

10.In the Database Server Settings window, enter the database password set when you installed into
the first node.

11.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.

12.An Installation Message appears notifying you that the installer is about to install the Java
Development Kit (JDK). Click OK.

13.The installation begins. A series of windows will appear, informing you of what is being installed.
The progress bar provides an indication of how much longer the installation will run.

14.When the installer is done, a window appears letting you know where the application is installed
and where a file containing information about the installation is located. Click Done to exit this
window.
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4.6 Initial Setup

Figure 4.1 shows an overview of the initial setup in VoiceConsole. This diagram shows only required steps;
optional configurations, such as setting up sites and setting up operator teams are discussed in detail in

VoiceConsole Online Help.

In VoiceConsale...
Import License File

License
VoiceClient
V Create
| 1 Operator
j mport Tasks | Creata
C)—‘ I Create Task Package

Device Profile l
Task

P

Task Package Gperator

Load Onto
Device

Figure 4.1: Setting Up VoiceConsole

4.7 Performing a Silent Installation or Upgrade

A silent install and upgrade is available by providing command line arguments to the installer and a
properties file with the information that would be provided during a user interface installation.

Note: Embedded database is not supported with silent installation.

Vocollect—Confidential and Proprietary



VoiceConsole 3.2 85

When you install this version of VoiceConsole for the first time, the following two users are installed with
the application with default passwords:

User Default Password

admin admin

vocollect voiceworks

When you upgrade to this version of VoiceConsole, the following two users are installed with the
application with default passwords:

User Default password when upgrading from Default password when upgrading from
VoiceConsole 3.x or TMS VoiceConsole 2.x
admin [admin password
vocollect|voiceworks voiceworks

To run a silent install, the properties file must first be created and saved as a plain text file. Examples are
provided for most of the properties.

The following information can be copied into a text file to create the properties file. Optional information is
preceded by # to comment those lines out. Be sure to remove the # for any lines that apply to your
installation. Comments are also provided to explain why certain data elements are optional.

Note: The information written for the USER INSTALL DIR=and LOGGING DIR= settings are for
Windows installations. If you are using RedHat Linux or CentOS Linux, replace the
USER INSTALL DIR=and LOGGING DIR= settings appropriately.

Note: If you are using CentOS Linux and choose to install in the default directory, the directory will be
/opt/Vocollect/VoiceConsole/VoiceConsole.

Note: If you are performing a silent install using NT Authentication, use a double slash between the
domain name and username (i.e., DOMAIN\\username) to allow the silent properties file to be read
correctly.

HHHH
# Instructions #

# Path Separators should be $/%, \\ for Windows, or / for RedHat Linux
and CentOS Linux. #

HAHHHHH R R R
INSTALLER_Ul=silent

#i###Vocol lect Enterprise Installer Variables#H###
USER_INSTALL_DIR=C:\\Program Files\\Vocollect\\VoiceConsole
LOGGING_DIR=C:\\Program Files\\Vocollect\\VoiceConsole\\Logs

###The following indicate if installing in a load balanced or clustered
environment###

#Set CLUSTER to 1 if installing to a cluster.
CLUSTER=0

#Set CLUSTER_SHARE and CLUSTER_HOSTNAME if CLUSTER is set to 1.
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#CLUSTER_SHARE=

#CLUSTER_HOSTNAME=

#H###Tomcat Variables#H##H#H

#Set the following if installing Tomcat
#INSTALL_TOMCAT=true

#UNINSTALL_TOMCAT=true
#APPLICATION_PORT_SILENT=

#AJP_PORT_SILENT=

#SSL_PORT_SILENT=

#SHUTDOWN_PORT_SILENT=

#COMET_PORT_SILENT=
#TOMCAT_USER_TYPE=Existing

#i### Valid values for TOMCAT_USER_TYPE are "Default' or "Existing"
# Only set these iIf TOMCAT_USER TYPE=Existing
#TOMCAT_USER=

#TOMCAT_PASSWORD=

##H#H#VoiceConsole Variables#####
INSTALL_VOICECONSOLE=true

#Set the following if installing VoiceConsole

#HOSTNAME 1is optional. It’s only needed if it”’s not a cluster setup and
the machine

# must be accessed through the network by an ip address or a name other
than the

# machine name.
# HOSTNAME=
# STORAGE_DIRECTORY=

#UNINSTALL_VOICECONSOLE=true

#i### Database Variables ####
#Set the following if database setup is necessary
#INSTALL_DATABASE=true

#PROMPT_FOR_DATABASE=true
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#DATABASE_USER=
#DATABASE_PASSWORD=
#DATABASE_SCHEMA=

#H###1T using MySQL5, DATABASE_SCHEMA must be the same as
DATABASE_NAME.

#DATABASE_TYPE=

#i### Valid values are ""OraclelOg,™ ""Oracle 11g," "SQLServer2005,"
“"MySQL5," or 'HSQLDB

#DATABASE_SETTINGS_TYPE=Basic

#i#### Valid values are ""Basic'" or ""Advanced"

# Set ADVANCED_JDBC only if DATABASE_SETTINGS_TYPE is "Advanced"

#ADVANCED_JDBC=

# Set host, port, and name only if DATABASE_SETTINGS_TYPE is 'Basic"
#DATABASE_HOST=
#DATABASE_PORT=
#DATABASE_NAME=

#### 1T using MySQL5, DATABASE NAME must be the same as
DATABASE_SCHEMA.

# Set the following if DATABASE TYPE is OraclelOg
#ORACLE_SID=
#DATABASE_AUTHENTICATION_TYPE=SQL_AUTH

#H###+ Valid Values are "SQL_AUTH'™ and ""NT_AUTH".

#H#H##HE "NT_AUTH™ is only valid for SQL Server.

#H#H### Uninstallation Variables ####H#

#Set DROP value to true to drop Database tables upon uninstallation
DROP=true

HHH AR R R R R

HAHHHHH R R R R

87
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4.7.1 Initiating a Silent Installation

Once the properties file is created and saved in the appropriate location, the user can run the silent installer
using one of the following commands.

oTo execute the silent installer on Windows, open the Command prompt and type the following:

VocollectEnterpriselnstaller.exe -F
<PathToPropertiesFile>/silent.properties

oTo execute the silent installer on RedHat Linux or CentOS Linux, run the command:

./VocollectEnterpriselnstaller.bin —F
<PathToPropertiesFile>/silent.properties

oTo execute the silent installer on AIX, run the command:

./VocollectEnterpriselnstaller_ AlX_bin —F
<PathToPropertiesFile>/silent.properties

4.7.2 Storage of Database Passwords

Regardless of the database used, the installation program stores the database.properties file in the target
installation folder. This file includes the database password and username that the application uses to log
into the database (unless you are using SQL Server with NT Authentication). This file is a plain text file
that can be read by any text editor. Therefore, if you want to secure this file, follow the appropriate steps to
secure it with Windows, Red Hat Linux or CentOS Linux file permissions, depending on the operating
system you are using.
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5 Upgrading From Previous Versions

Warning: If you are migrating from a previous version of VoiceConsole, Vocollect strongly
recommends you back up the database you are using for the previous version before upgrading to
this version of VoiceConsole.

Note: Ports 9090, 9091, 9443, 9005 and 9009 are used by default by the Apache Tomcat Service for proper
startup and shutdown. If these ports are not available, the next available ports are used. TCP port 21050
must be available.

When you upgrade to this version of VoiceConsole, the following two users are installed with the
application with default passwords:

User Default password when upgrading from Default password when upgrading from
VoiceConsole 3.x or TMS VoiceConsole 2.x
admin [admin password
vocollect{voiceworks voiceworks

5.1 Upgrading from Talkman Management Software
with a Single-Site Configuration to VoiceConsole 3.2

You can install VoiceConsole in the same location as TMS was installed, as long as the VoiceConsole
system requirements are met. See "VoiceConsole System Requirements" on page 9 for complete system
requirements.

Warning: When you migrate data from TMS to VoiceConsole all operators and devices will be
assigned to the Default site. If the same operator ID exists in TMS and in the Default site in
VoiceConsole, the operator is not migrated to VoiceConsole.

1.If one is not already installed, install the database platform.See See MySQL 5.0 Community
Server” on page 13 for special installation steps if using MySQL.

2.Create a blank VoiceConsole database and a user with create, read, and write permissions to the
database. When you run the installer in the next step, the database schema will be created
automatically.

3.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriseIlnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriselnstaller.bin on RedHat Linux or CentOS Linux.

4.The Introduction window appears. As suggested, close all other programs on the machine on
which you are installing. Click Next.

5.In the License Agreement window, you must accept the agreement to continue. Click Next.
6.In the Non-Local Upgrade window, select No and click Next.

7.In the Choose Install Folder window, select a directory into which to install VoiceConsole. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location.

8.In the Component Choice window, click Next.

9.In the Application Cluster window, select No to select a standard installation and click Next. If
you want to upgrade to a clustered server environment, see "Upgrading in a Clustered
Environment" on page 109 on page 109 for more information.
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10.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities and information on any abnormal findings and errors that may occur
in the VoiceConsole application. Click Choose to navigate to a location other than the default and
click Next, or click Next to accept the default location.

11.In the Tomecat Service Settings window,

. if you use Windows, select Use LocalSystem or Use Existing Account. The
LocalSystem account does not require a username and password.

. if you use RedHat Linux or CentOS Linux, select Use Vocollect User or Use
Existing Account. The Vocollect User account does not require a username and
password.

If you selected Use Existing Account, enter the username and password for the account. This
user must have read permissions to the directory from which the installation program is being run.
In addition, this user must have permissions to log on as a service (refer to
http://support.microsoft.com/kb/259733/EN-US/ for more information on how to set up these
permissions).

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.

Note: Tomcat 6.0 is installed when VoiceConsole is installed. If you choose to use WebLogic as
your application server, it must be installed separately from the VoiceConsole installation. See
"Upgrading From Previous Versions" on page .

12.In the Application Ports window, the port fields display the ports that the application server will
use. If necessary, you can enter different ports. Fields entered in these fields must be open. Click
Next.

13.In the VoiceConsole Hostname window, enter the hostname of the machine onto which you are
installing VoiceConsole or accept the detected name and click Next.

14.In the Application Files Location window, specify where you would like to have application
files stored. Click Choose to navigate to a location other than the default, or click Next to accept
the default location. Click Next.

Note: You cannot use a UNC path (ex. \\ComputerName\Path) as the Storage Directory.

Note: The Application Files Location must have enough room to store device logs, which will
grow very large in a short amount of time. See "VoiceConsole System Requirements" on page 9
for more information.

15.In the Database Server Type window, select the database server you will use and select if you
want to use basic or advanced settings. Click Next.

Note: The database server should be installed prior to running this installation program.

Note: Embedded database is not supported when upgrading.

16.In the Database Server Settings window, enter the information for one of the following database
server types:

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.
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For Basic

Field

Description

Valid Entry Format

Hostname

DNS name or IP
address of the machine
hosting the database.

Must be less than 64 characters in length.
Valid characters: letters, numbers, periods, and hyphens.

Cannot begin or end with a period or hyphen.

Port

The port that the
database uses.

Must be an integer between 0 and 65535.

Default is 1433.

Database name

The name of the

database.
For Advanced
JDBC URL The JDBC URL for the [jdbe:sqlserver:/<host>:<port>;DatabaseName=<database
database. name>
For Both Basic and Advanced
Field Description Valid Entry Format
Authentication Type If installing on

(Windows installs only
where existing user
specified for Tomcat
Server configuration)

Windows and an
existing user was
specified for the
Tomcat Service
configuration, you can
select to use NT
Authentication.
Otherwise, select SQL
Server Authentication.

Database username

The username that the
application should use

to log into the database.
This is disabled if using

INT Authentication.

Database password

The password of the

user that the application

should use to log into
the database. This is
disabled if using NT
Authentication.

Database schema

The database schema

you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic

Field

Description

Valid Entry Format

Hostname

IDNS name or IP address of the machine
hosting the database.

Must be less than 64 characters in length.

Valid characters: letters, numbers, periods, and
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hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
Oracle 10g

For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname IDNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
MySQL

For installations using MySQL, you must enter the following information:
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For Basic
Field Description Valid Entry Format
Hostname IDNS name or IP address of the machine Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL [The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should
username use to log into the database.
Database The password of a user that the application (Invalid character: $
password should use to log into the database.

17.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.

18.An Installation Message appears notifying you that the installer is about to install the Java
Development Kit (JDK). Click OK.

19.The installation begins. A series of windows will appear, informing you of what is being installed.

The progress bar provides an indication of how much longer the installation will run.

20.When the installer is done, a window appears letting you know where the application is installed
and where a file containing information about the installation is located. Click Done to exit this
window.

21.Restart your computer.

22.0nce installation is complete, open the VoiceConsole online help by clicking the Application
Help link in the VoiceConsole or Administration navigation bar in VoiceConsole.

Note: You must be an admin user to perform a migration from TMS.
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| TOC £frow W W

Migrating from TMS to VoiceConsole

This topic is only for those clients migrating to ViolceConsols from Talkman Managerment Software [ TMS)

As part of the migration process, the data from your current T2 installation must be copied into the Vacedonsolke
databasze. Also, the devicas used by your operators must be configured to communicate with the VoweConsals
SErVEr.

ask Packages
;I‘m|.’=|;|m nisiration
| [EMigrab Ilu{lﬂ.m THERMIEECH IMPORTANT: You must run the VoiceConsole migration tool from the computer on which your current TMS
Sl usersatciy system is installed. If you are using 78 in stand-alone mode, run the migration directly from the

lLogs computer on which 748 is installed. If you are using T™S as a service, run the migration from the computer

j on which the service is running. Do not run the migration from one of the client machines.
j tions To begin the T migration process, see Migration: System Data.
= L
| = iy e au ;_"‘:I Wote: The migration tool can only be used with Internet EXplorer running on a Windows machine. If your
| Eivocolisct Hardwars Helg system Is not configured to use Internet Explorer, you will not be able to run the migration tool,
';‘ T 5| Al data is migrated to the default site, Default. If you have multiple sites, you will have to move or add migrated
I data to the appropriate site after complating this process,
) Toe : ——

:J - After the data migration is completa, you must configure your devices to communicate with YowsConsale, To
| [ Inclex configure the devices, you can use Terminal Manager to update them with the individual .bbi and . ffi iles found an
| o the Vocallect Vaicedhent CD that was included with the Voxelonsole releace. For information about using Terminal
! 4 Search Manager to update the firmware, refer to the online help included with the Terminal Manzger application. When using
| = Glossary Terminal Manager to configure the devices, add the fallowing parameter to the configurstion file loaded onto the
szt f devices

23.Click Administration in the help's Table of Contents (TOC), and click Migrating from TMS to
VoiceConsole.

24 Click the Migration: System Data link in the Migrating from TMS to VoiceConsole help topic.

25.VoiceConsole will search for the Terminal Manager executable (tmgr.exe). If it locates it, the
migration will begin. If it does not, you will be prompted to browse for and select the executable
to start the migration.

The following data elements are migrated from TMS to VoiceConsole and can be accessed in the
VoiceConsole navigation bar in the Default site in VoiceConsole:
e Operators: Operator Names, Operator IDs, Spoken Names, Templates, Notes and
Settings

e Operator Teams: Operator Team Names, Spoken Names, Descriptions and the
Operators in the teams

e Devices: Device Names and Serial Numbers

¢ Device Groups: Device Group Name, Default Task Package, Device Names and Device
Serial Numbers

e Tasks: Task Names and Task Files

o Task Packages: Task Package Names, Spoken Names, Hosts and Services

5.2 Upgrading from Talkman Management Software
with a Multi-Site Configuration to VoiceConsole 3.2

1.Follow the steps listed for "Upgrading from Talkman Management Software with a Single-Site
Configuration to VoiceConsole " on page 89

2.Create the new sites as described in the VoiceConsole Online Help.

Data elements that were migrated from TMS to VoiceConsole (operators, operator teams, devices,
device groups, tasks and task packages) appear in the Default site in VoiceConsole. You can
move the data into the sites you just created by performing the following steps.
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3.Display the view page for one data element you want to move to another site.

4.In the view data element list, select the rows of the data you want to move, and click the
Move/Add selected <data element> to a site action.

If you want to move all the data, click the Move/Add all <data element> to a site action.

The Move/Add <Data Element> to Site dialog box opens.

5.Select the site to which you want to move the selected data elements from the Destination Site
drop-down list.

6.Select Move the <data element> to the selected site (removes from current site).
7.Click OK.

You are returned to the view page for the data element with a message displayed indicating the
total number of the selected data that was moved. If an error occurred while moving the selected
data, the message displays the total number of the selected data that was moved and the View
Details link. Click the View Details link to view information about the data that was not
successfully moved.

8.Repeat steps 3 through 7 for each set of data elements you want to move.

See VoiceConsole Online Help for more information about moving data between sites.

5.2.1 Upgrade the VoiceClient Version

The following versions of VoiceClient are compatible with VoiceConsole 3.2:

Device VoiceClient Version

Talkman T2 'VoiceClient 2.6.x
Talkman T2x 'VoiceClient 3.2 or newer
Talkman T5 'VoiceClient 3.2 or newer
Talkman T5m 'VoiceClient 3.4 or newer
Talkman T1 'VoiceClient 3.7 or newer
Talkman T5 VMT 'VoiceClient 3.7 or newer
Motorola MC9090 and WT4000 Series 'VoiceClient 1.3 or newer
Motorola MC9060 'VoiceClient 1.1 or newer
Psion Teklogix WORKABOUT PRO 7525 VoiceClient 1.0 or newer
Psion Teklogix WORKABOUT PRO 7527 VoiceClient 1.1 or newer
LXE MX7 and HX2 VoiceClient 1.0
Intermec 'VoiceClient 1.0 or newer

To determine which version you are running, in Terminal Manager, check the Cur. Software field.

5.2.2 Configure Devices to talk to VoiceConsole

After the data migration is complete, you must configure your devices to communicate with VoiceConsole.
To configure the devices, you can use Terminal Manager to update them with the individual .bbi and .ffi
files found on the Vocollect VoiceClient CD/DVD that was included with the VoiceConsole release. For
information about using Terminal Manager to update the firmware, refer to the online help included with
the Terminal Manager application. When using Terminal Manager to configure the devices, add the
following parameter to the configuration file loaded onto the devices:

"VoiceConsoleUr!"="http://xxxx:9090/VoiceConsole/Tmgr"

where xxxx = the DNS name or IP address of the application server on which VoiceConsole was installed.
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Note: 9090 is the default HTTP port specified during the installation of VoiceConsole. If you entered a
different HTTP port number in the Application Ports window during installation, enter that port number in
place of 9090 in the VoiceConsole URL.

5.3 Upgrading from VoiceConsole 3.0 and newer to
VoiceConsole 3.2

Warning: Vocollect strongly recommends you backup the database you are using for you current
version of VVoiceConsole before upgrading to this version.

Note: If you chose to use WebLogic as your application server, VoiceConsole must be upgraded using a
different process. See "Upgrading when VoiceConsole was Deployed to WebLogic" on page 96

1.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriselnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriselnstaller.bin on RedHat Linux or CentOS Linux.

2.The Introduction window appears. As suggested, close all other programs on the machine on
which you are installing. Click Next.

3.In the License Agreement window, you must accept the agreement to continue. Click Next.
4.In the Component Choice window, the components being upgraded are displayed. Click Next.

5.In the Pre-Installation Summary window, review the settings. Click Install to proceed with the
installation.

6.An Installation Message appears notifying you that the installer is about to install the Java
Development Kit (JDK). Click OK.

7.The installation will begin. A series of windows appears, informing you of what is being installed.
The progress bar provides an indication of how much longer the installation will run.

8.When the installer is done, a window appears letting you know where the application is installed
and where a file containing information about the installation is located. Click Done to exit this
window.

9.VoiceConsole opens

5.3.1 Upgrading when VoiceConsole was Deployed to WebLogic

If you choose to use WebLogic as your application server, perform the following steps to deploy
VoiceConsole to WebLogic.

Note: Upgrading to WebLogic is only supported with SUSE Linux.
Note: Java JRE 1.5 or newer is required for this process to run the .sh files.

Note: If you have any issues running shell scripts (.sh files), try converting line endings to your native
platform’s line endings with a program like dos2unix.

1.Create a weblogic folder in the VoiceConsole folder in the location you chose to install
VoiceConsole. By default this location is /opt/Vocollect/VoiceConsole<version>

2.Copy the contents of the weblogic folder from the VoiceConsole DVD to the weblogic folder you
created in Step 1. You have now created the WebLogic directory.

3.Modify the system environment variable called VOICE_CONSOLE_HOME pointing to the
WebLogic directory.

Example: Edit /root/.bash_profile and add a line as follows:
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export
VOICE_CONSOLE_HOME=/opt/Vocol lect/VoiceConsole3.2/weblogic
4 .Save the file.

5.Copy the install.properties file in the tools folder located in the currentVoiceConsole version
WebLogic directory and paste the file in the tools folder located in the WebLogic directory for
VoiceConsole 3.2.

6.0pen a terminal prompt, and go to the tools folder located in the WebLogic directory for
VoiceConsole 3.2.

7.0pen and log into the Admin Server for WebLogic using a Web browser and stop VoiceConsole.

8.Run the script RunWLSetup.sh located in the tools directory with the parameters -
from=<previous_version_of_voiceconsole> -to=3.2

9.Delete the current deployment of VoiceConsole from Weblogic

10.Stop and restart the startWebLogic.sh ( located in the bin folder in the domain location) process
to stop and restart the VoiceConsole WebLogic domain.

11.In the WebLogic directory, go to the config folder, open the log.properties file in a text editor,
and modify the system.log.directory property to point to the directory where the WebLogic logs
are stored.

12.In the Admin Server for WebLogic go to the WebLogic console.
13. Under the Domain Structure, click Deployments.

14.Click Lock & Edit.

15.In the Deployments table, click Install.

16.Navigate to the webapps folder located in the WebLogic directory, select the VoiceConsole.war
file, and click Next.

17.Select Install this deployment as an application, and click Next.

18.Select DD Only: Use only roles and policies that are defined in the deployment descriptors
and I will make the deployment accessible from the following location, and click Finish.

19.Select VoiceConsole, and click Activate Changes.The application status changes to Prepared.
20.Select VoiceConsole, and click Start in Deployments.
21.Select Servicing All Requests.
22.Click Yes.
The deployment of VoiceConsole on WebLogic begins, and the application status changes to
Start Running.
Now, you must configure SSL for WebLogic, by performing the steps that follow.

23.0pen and log into the Admin Server for WebLogic.

24 . Under Domain Structure, click Environment.

25.In the Summary, click Servers.

26.Click Lock & Edit.

27.Select the Keystores tab.

28.From the Keystores drop-down box, select Custom Identity and Custom Trust.

29.In the Custom Identity Keystore ficld, enter the path to the .keystore file in the webapps
directory of the deployment directory.

30.In the Custom Identity Keystore Type field, enter jks.
31.In the Private Key Passphrase field, enter changeit.
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32.In the Custom Trust Keystore ficld, enter changeit.

33.In the Custom Trust Keystore Type field, enter changeit.

34.In the Custom Trust Keystore Passphrase field, enter changeit.
35.Click Save.

36.Select the SSL tab.

37.In the Identity and Trust Locations drop-down list, select Keystores.
38.In the Private Key Alias field, enter tomcat.

39.In the Keystore passphrase field, enter changeit.

40.Click the Save.

41. Click Activate Changes.

Now you must set up Web Services by performing the steps that follow.

42.0pen a terminal prompt, and go to the install folder in the WebLogic directory.

43.Run the command chmod +x *.sh, and then run the ./deploySOAPServices.sh file indicating the
proper hostname/IP address, port number, user name and password.

Example: ./deploySOAPServices.sh 10.0.0.1 7001 admin admin

44 After that file has run, run the ./listSOAPServices.sh file indicating the proper hostname/IP
address, port number, user name and password. The output of this file lists the Web Services that
have been installed and the URN for each installed Web Service.

There should be the following services listed:
urn:com.vocollect.voiceconsole.web.soap.OperatorAccess
urn:com.vocollect.voiceconsole.web.soap. Terminal Access
urn:com.vocollect.voiceconsole.web.soap.TaskAccess

WebLogic will now be used as the Application Server for VoiceConsole 3.2 and all VoiceConsole log files
are created in the logs folder of the folder you indicated in step 11.

5.4 Upgrading from VoiceConsole 2.4 to VoiceConsole
3.2

Note: If you wish to use a different database or version of the database used for your current version of
VoiceConsole, you must install or update the database prior to installing VVoiceConsole 3.2. See your
database administrator for assistance.

Warning: Vocollect strongly recommends you backup the database you are using for you current
version of VVoiceConsole before upgrading to this version.

Warning: Once you begin installing VVoiceConsole 3.2, you will not be able to go back to
VoiceConsole 2.4 by stopping the installation.

1.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriseIlnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriseInstaller.bin on RedHat Linux or CentOS Linux.

2.The Introduction window appears. As suggested, close all other programs on the machine on
which you are installing. Click Next.

3.In the License Agreement window, you must accept the agreement to continue. Click Next.
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4.In the Non-Local Upgrade window, select No and click Next.

5.In the Choose Install Folder window, select a directory into which to install VoiceConsole. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location

6.In the Component Choice window, the components being upgraded are displayed. Click Next.

7.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities in the VoiceConsole application. Click Choose to navigate to a
location other than the default and click Next, or click Next to accept the default location.

8.In the Application Files Location window, specify where you would like to have application
files stored. Click Choose to navigate to a location other than the default, or click Next to accept
the default location. Click Next.

Note: You cannot use a UNC path (ex. \\ComputerName\Path) as the Storage Directory.

Note: The Application Files Location must have enough room to store device logs, which will
grow very large in a short amount of time. See "VoiceConsole System Requirements" on page 9
for more information.

9.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.

10.An Installation Message appears notifying you that the installer is about to install the Java
Development Kit (JDK). Click OK.

11.The installation will begin. A series of windows appears, informing you of what is being installed.
The progress bar provides an indication of how much longer the installation will run.

12.When the installer is done, a window appears letting you know where the application is installed
and where a file containing information about the installation is located. Click Done to exit this
window.

13.Restart your computer.

5.5 Upgrading from Pre-2.4 Versions of VoiceConsole to
VoiceConsole 3.2

Warning: Vocollect strongly recommends you backup the database you are using for the previous
version before upgrading to this version of VoiceConsole.

Note: If you wish to use a different database or version of the database used for your current version of
VoiceConsole, you must install or update the database prior to installing VoiceConsole 3.2. See your
database administrator for assistance.

1.If one is not already installed, install the database platform.See MySQL 5.0 Community Server”
on page 13 for special installation steps if using MySQL.

2.Create a blank VoiceConsole database and a user with create, read, and write permissions to the
database. When you run the installer in the next step, the database schema will be created
automatically.

3.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriselnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriselnstaller.bin on RedHat Linux or CentOS Linux.

4.The Introduction window appears. As suggested, close all other programs on the machine on
which you are installing. Click Next.

5.In the License Agreement window, you must accept the agreement to continue. Click Next.
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6.In the Non-Local Upgrade window, select No and click Next.
7.In the Component Choice window, click Next.

8.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities in the VoiceConsole application. Click Choose to navigate to a
location other than the default and click Next, or click Next to accept the default location.

9.In the Application Files Location window, specify where you would like to have application
files stored. Click Choose to navigate to a location other than the default, or click Next to accept
the default location. Click Next.

Note: You cannot use a UNC path ( ex. \ComputerName\Path) as the Storage Directory.

Note: The Application Files Location must have enough room to store device logs, which will
grow very large in a short amount of time. See "VoiceConsole System Requirements" on page 9
for more information.

10.In the Migrate Device Logs window, activate the Migrate Existing Device Logs checkbox if
you want to migrate the content of device logs from your previous version of VoiceConsole, if
logging was enabled, to your new version.

11.In the Database Server Type window, select the database server you will use and select if you
want to use basic or advanced settings. Click Next.

Note: The database server should be installed prior to running this installation program.

Note: Embedded database is not supported when upgrading.

12.In the Database Server Settings window, enter the information for one of the following database
server types:

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.

For Basic

Field Description Valid Entry Format

Hostname DNS name or IP Must be less than 64 characters in length.

address of the machine
hosting the database.  |Valid characters: letters, numbers, periods, and hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the Must be an integer between 0 and 65535.

database uses.
Default is 1433.

Database name The name of the
database.
For Advanced
JDBC URL The JDBC URL for the |jdbc:sqlserver://<host>:<port>;DatabaseName=<database
database. name>

For Both Basic and Advanced

Field Description Valid Entry Format
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Authentication Type
(Windows installs only
where existing user
specified for Tomcat
Server configuration)

If installing on
Windows and an
existing user was
specified for the
Tomcat Service
configuration, you can
select to use NT
Authentication.
Otherwise, select SQL
Server Authentication.

Database username

The username that the
application should use
to log into the database.
This is disabled if using
INT Authentication.

Database password

The password of the
user that the application
should use to log into
the database. This is
disabled if using NT
Authentication.

Database schema

The database schema

you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
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For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname IDNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  |The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
MySQL

For installations using MySQL, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname IDNS name or IP address of the machine Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL [The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should
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username use to log into the database.
Database The password of a user that the application (Invalid character: $
password should use to log into the database.

13.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.

14.You will be notified that the installer is about to install the Java Development Kit (JDK). Click
OK.

15.The installation will begin. A series of windows will appear, informing you of what is being
installed. The progress bar provides an indication of how much longer the installation will run.

16.When the installer is done, you will see a window letting you know where the application is
installed and where a file containing information about the installation is located. Click Done to
exit this window.

17 Restart your computer.

5.6 Upgrading from an Existing Installation on a
Different Computer

Warning: Vocollect strongly recommends you backup the database you are using for the previous
version before upgrading to this version of VVoiceConsole.

Warning: Before beginning the installation, stop the VVoiceConsole service on the computer from
which you are installing. Failure to do so may result in corrupt data in your new installation.

Note: Locations specified throughout this procedure must be shared by the computers containing the
existing installation and the location of the new installation.

Note: If you are upgrading from VoiceConsole 2.0, 2.0.1 or 2.1 on a different computer, you must
configure the PostgreSQL database to allow remote connections before performing an upgrade to this
version of VoiceConsole.

1.0pen the file SPGSQL_DATA_D/postgresql.conf in a text editor.
2.Add listen_addresses = '*' to the file.

3.Save the file.

4.0pen the file SPGSQL_DATA_D/pg_hba.conf in a text editor.
5.Add host all all <network/mask>/0 mdS to the file.

6.Save the file.

7.Restart the PostgreSQL server.

1.If one is not already installed, install the database platform.See MySQL 5.0 Community Server”
on page 13 for special installation steps if using MySQL.

2.If you are upgrading from VoiceConsole 2.4, proceed to Step 3.

If you are upgrading from a pre-2.4 version of VoiceConsole, create a blank VoiceConsole
database and a user with create, read, and write permissions to the database. When you run the
installer in the next step, the database schema will be created automatically.

3.Run the installer. It should start automatically when you place the DVD in the DVD drive. If it
does not, navigate to the DVD drive and double-click VocollectEnterpriselnstaller.exe on
Windows or copy the files from the VoiceConsole DVD to your computer and double-click
VocollectEnterpriseInstaller.bin on RedHat Linux or CentOS Linux.
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4.The Introduction window appears. As suggested, close all other programs on the machine to
which you are installing. Click Next.

5.In the License Agreement window, you must accept the agreement to continue. Click Next.
6.In the Non-Local Upgrade window, select Yes and click Next.

7.In the Specify Source Install Folder window, enter the full path of the location of the installation
from which you are upgrading or click Choose to navigate to the location. Click Next.

8.If you are upgrading from VoiceConsole 2.2 or older, proceed to Step 9.

If you are upgrading from VoiceConsole 2.3 or newer, in the Specify Source Files Directory
window, enter the location of the existing log and firmware files or click Choose to navigate to
the location. Click Next.

9.If you are upgrading from VoiceConsole 2.2 or newer, proceed to Step 10.

If you are upgrading from VoiceConsole 2.0 or 2.1, in the Specify Source Hostname window,
enter the hostname of the machine with the previous installation of VoiceConsole or accept the
detected name and click Next.

10.In the Choose Install Folder window, specify where the new installation will be located. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location.

11.In the Application Cluster window, select No and click Next. If you want to upgrade to a
clustered server environment, see "Upgrading from Previous Versions of VoiceConsole to
VoiceConsole in a Clustered Environment" on page 109 for more information.

12.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities in the VoiceConsole application. Click Choose to navigate to a
location other than the default and click Next, or click Next to accept the default location.

13.In the Tomecat Service Settings window,

oif you use Windows, select Use LocalSystem or Use Existing Account. The LocalSystem
account does not require a username and password.

¢if you use RedHat Linux, select Use Vocollect User or Use Existing Account. The
Vocollect User account does not require a username and password.

If you selected Use Existing Account, enter the username and password for the account. This user
must have read permissions to the directory from which the installation program is being run. In
addition, this user must have permissions to log on as a service (refer to
http://support.microsoft.com/kb/259733/EN-US/ for more information on how to set up these
permissions).

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.

14.In the Application Port window, the port fields display the ports that the application server will
use. If necessary, you can enter different ports.

15.In the VoiceConsole Hostname window, enter the hostname of the machine onto which you are
upgrading VoiceConsole or accept the detected name and click Next.

16.In the Application Files Location window, specify where you would like to have application
files stored. Click Choose to navigate to a location other than the default, or click Next to accept
the default location. Click Next.

Note: You cannot use a UNC path ( ex.\\ComputerName\Path) as the Storage Directory.
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Note: The Application Files Location must have enough room to store device logs, which will
grow very large in a short amount of time. See "VoiceConsole System Requirements" on page 9
for more information.

17.In the Migrate Device Logs window, activate the Migrate Existing Device Logs checkbox if
you want to migrate the content of device logs from your previous version of VoiceConsole, if
logging was enabled, to your new version.

18.In the Database Server Type window, select the database server you will use and select if you
want to use basic or advanced settings. Click Next.

Note: The database server should be installed prior to running this installation program.

Note: Embedded database is not supported when upgrading.

19.In the Database Server Settings window, enter the information for one of the following database
server types:

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.

For Basic

Field
Hostname

Description
DNS name or IP
address of the machine
hosting the database.

Valid Entry Format
Must be less than 64 characters in length.

Valid characters: letters, numbers, periods, and hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the

database uses.

Must be an integer between 0 and 65535.

Default is 1433.

The name of the
database.

Database name

For Advanced

The JDBC URL for the |jdbc:sqlserver://<host>:<port>;DatabaseName=<database
database. name>

JDBC URL

Note: You are not
prompted to enter or
edit the JDBC URL if
you are upgrading from
\VoiceConsole 2.4.

For Both Basic and Advanced
Description Valid Entry Format
If installing on
Windows and an

Field
Authentication Type
(Windows installs only

where existing user
specified for Tomcat
Server configuration)

existing user was
specified for the

Tomcat Service
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configuration, you can
select to use NT
Authentication.
Otherwise, select SQL
Server Authentication.

Database username The username that the
application should use
to log into the database.
This is disabled if using
INT Authentication.

Database password The password of the
user that the application
should use to log into
the database. This is
disabled if using NT
Authentication.

Database schema The database schema
you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic

Field Description Valid Entry Format

Hostname [DNS name or IP address of the machine Must be less than 64 characters in length.

hosting the database.
Valid characters: letters, numbers, periods, and

hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.

Default is 1521.

SID The SID of the Oracle database.

For Advanced

JDBC URL |The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>

Note: You are not prompted to enter or edit
the JDBC URL if you are upgrading from
VoiceConsole 2.4.

For Both Basic and Advanced

Field Description Valid Entry Format

Database The username of a user with administrative
username  [privileges.

Database The password of a user with administrative
password  |privileges.
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Oracle 10g

For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic

Field Description Valid Entry Format

Hostname [DNS name or IP address of the machine Must be less than 64 characters in length.
hosting the database.

Valid characters: letters, numbers, periods, and
hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.

Default is 1521.

SID The SID of the Oracle database.

For Advanced
JDBC URL ([The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>

Note: You are not prompted to enter or edit
the JDBC URL if you are upgrading from
VVoiceConsole 2.4.

For Both Basic and Advanced

Field Description Valid Entry Format
Database The username of a user with administrative
username  [privileges.

Database The password of a user with administrative
password  [privileges.

MySQL

For installations using MySQL, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname  |DNS name or IP address of the machine Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods,
and hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL ([The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database
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Note: You are not prompted to enter or edit the[name>
JDBC URL if you are upgrading from
VoiceConsole 2.4.

For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should use
username  |to log into the database.
Database The password of a user that the application Invalid character: §
password should use to log into the database.
20.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.

21.You will be notified that the installer is about to install the Java Development Kit (JDK). Click
OK.

22.The installation will begin. A series of windows will appear, informing you of what is being
installed. The progress bar provides an indication of how much longer the installation will run.

23.When the installer is done, you will see a window letting you know where the application is
installed and where a file containing information about the installation is located. Click Done to

exit this window.

24 Restart your computer.

5.6.1 Migrating the Devices to the New Computer

After installing VoiceConsole, you need to configure the devices to point to the new server. Follow these
steps:

1.Change the hostname of the original instance of VoiceConsole to the hostname specified in Step
14 in "Upgrading from an Existing Installation on a Different Computer" on page 103.
oIf the original instance is a 2.1 or older VoiceConsole installation, run the following SQL
statement against the database:

UPDATE property SET value = <NEW_HOSTNAME/1P ADDRESS> WHERE
name = "VOICE_CONSOLE_HOSTNAME"

oIf the original instance is a 2.2 - 2.4 VoiceConsole installation, change the hostname in the
System Properties page in VoiceConsole. See the VoiceConsole online help for that
version of VoiceConsole for more information.

oIf the original instance is a 3.0 or newer VoiceConsole installation, change the hostname in
Device Management | Device Profiles | Edit hostname for all profiles.

2.In the original instance of VoiceConsole, reload device profiles to selected devices that will use
VoiceConsole 3.2. See the VoiceConsole online help for that version of VoiceConsole for more
information.

These devices can now be used with the new installation.
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5.7 Upgrading in a Clustered Environment

5.7.1 Upgrading from Previous Versions of VoiceConsole to
VoiceConsole 3.2 in a Clustered Environment

Warning: Vocollect strongly recommends you backup the database you are using for the previous
version before upgrading to this version of VoiceConsole.

This procedure is for if you are upgrading from a previous version of VoiceConsole that is not in a clustered
environment to VoiceConsole 3.2 in a clustered environment.

Note: If you are upgrading from VoiceConsole 2.4 and it is already installed in a clustered environment,
perform the upgrading procedure in Upgrading from VoiceConsole 2.4 to VoiceConsole 3.2.

1.If you are upgrading from VoiceConsole 2.4, upgrade that version by following steps 1 through 9
in "Upgrading from VoiceConsole 2.4 to VoiceConsole " on page 98.

If you are upgrading from a pre-2.4 version of VoiceConsole, upgrade that version by following
steps 1 through 14 in "Upgrading from Pre-2.4 Versions of VoiceConsole to VoiceConsole " on
page 99.

2.Create a blank VoiceConsole database and a user with create, read, and write permissions to the
database. When you run the installer, the database schema will be created automatically. This
database can be deleted once the upgrading process is complete.

3.Run the installer again to install VoiceConsole 3.2 on the cluster.

4.The Introduction window will appear. As suggested, close all other programs on the machine on
which you are installing. Click Next.

5.In the License Agreement window, you must accept the agreement to continue. Click Next.
6.In the Non-Local Upgrade window, select No and click Next.
7.In the Component Choice window, click Next.

8.In the Choose Install Folder window, select a directory into which to install VoiceConsole. Click
Choose to navigate to a location other than the default and click Next, or click Next to accept the
default location.

9.In the Application Cluster window, select Yes and click Next.

10.In the Shared Cluster Folder window, select a directory that can be accessed by all cluster
nodes. Click Choose to navigate to a location other than the default and click Next, or click Next
to accept the default location.

Note: You cannot use a UNC path ( ex. \\ComputerName\Path) as the Shared Cluster Folder.

11.In the Cluster Hostname window, enter the logical hostname of the cluster onto which you are
installing VoiceConsole and click Next.

12.In the Log Files Directory window, specify where you would like to have log files stored. These
log files track user activities and information on any abnormal findings and errors that may occur
in the VoiceConsole application. Click Choose to navigate to a location other than the default, or
click Next to accept the default location. Click Next.

13.In the Tomecat Service Settings window,

. if you use Windows, select Use LocalSystem or Use Existing Account. The
LocalSystem account does not require a username and password.

. if you use RedHat Linux, select Use Vocollect User or Use Existing Account.
The Vocollect User account does not require a username and password.
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If you selected Use Existing Account, enter the username and password for the account. This
user must have read permissions to the directory from which the installation program is being run.
In addition, this user must have permissions to log on as a service (refer to
http://support.microsoft.com/kb/259733/EN-US/ for more information on how to set up these

permissions).

Note: If you want to use NT authentication for SQL Server databases for a Windows installation,
you must use an existing account.

14.In the Application Ports window, the port fields display the ports that the application server will
use. If necessary, you can enter different ports. Click Next.

15.In the Database Server Type window, select the database server you will use and select if you
want to use basic or advanced settings. Click Next.

Note: The database server should be installed prior to running this installation program.

Note: Embedded database is not supported in cluster environments or when upgrading.

16.In the Database Server Settings window, enter the information for one of the following database

server types:

SQL Server 2005

For installations using SQL Server 2005, you must enter the information listed in the following table:

Note: SQL Server 2005 does not enable TCP/IP by default. You must manually enable TCP/IP before the
installation can complete successfully.

For Basic

Field

Description

Valid Entry Format

Hostname

DNS name or IP
address of the machine
hosting the database.

Must be less than 64 characters in length.
Valid characters: letters, numbers, periods, and hyphens.

Cannot begin or end with a period or hyphen.

Port

The port that the
database uses.

Default is 1433.

Must be an integer between 0 and 65535.

Database name

The name of the

database.
For Advanced
JDBC URL The JDBC URL for the [jdbe:sqlserver:/<host>:<port>;DatabaseName=<database
database. name>
For Both Basic and Advanced
Field Description Valid Entry Format
Authentication Type If installing on

(Windows installs only
where existing user
specified for Tomcat
Server configuration)

Windows and an
existing user was
specified for the
Tomcat Service
configuration, you can
select to use NT
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Authentication.
Otherwise, select SQL
Server Authentication.

Database username The username that the
application should use
to log into the database.
This is disabled if using
NT Authentication.

Database password The password of the
user that the application
should use to log into
the database. This is
disabled if using NT
Authentication.

Database schema The database schema
you are using.

Oracle 11g

For installations using Oracle 11g Standard or Enterprise, you must enter the following information:

For Basic

Field Description Valid Entry Format

Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.

hosting the database.
Valid characters: letters, numbers, periods, and

hyphens.

Cannot begin or end with a period or hyphen.

Port The port that the database uses. Must be an integer between 0 and 65535.

Default is 1521.

SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database

name>

For Both Basic and Advanced

Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
Oracle 10g

For installations using Oracle 10g Standard or Enterprise, you must enter the following information:

For Basic
Field Description Valid Entry Format
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Hostname DNS name or IP address of the machine [Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 1521.
SID The SID of the Oracle database.
For Advanced
JDBC URL  [The JDBC URL for the database. jdbc:oracle:thin:@<host>:<port>:<database
name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username of a user with
username administrative privileges.
Database The password of a user with
password administrative privileges.
MySQL

For installations using MySQL, you must enter the following information:

For Basic
Field Description Valid Entry Format
Hostname IDNS name or IP address of the machine Must be less than 64 characters in length.
hosting the database.
Valid characters: letters, numbers, periods, and
hyphens.
Cannot begin or end with a period or hyphen.
Port The port that the database uses. Must be an integer between 0 and 65535.
Default is 3306.
Database The name of the database.
name
For Advanced
JDBC URL [The JDBC URL for the database. jdbc:mysql://<server>:<port>/<database name>
For Both Basic and Advanced
Field Description Valid Entry Format
Database The username that the application should
username use to log into the database.
Database The password of a user that the application (Invalid character: $
password should use to log into the database.

17.In the Pre-Installation Summary window, review the settings. Click Previous to go back and
change settings; click Install to proceed with the installation.
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18.An Installation Message appears notifying you that the installer is about to install the Java
Development Kit (JDK). Click OK.

19.The installation begins. A series of windows will appear, informing you of what is being installed.
The progress bar provides an indication of how much longer the installation will run.

20.When the installer is done, a window appears letting you know where the application is installed
and where a file containing information about the installation is located. Click Done to exit this

window.

VoiceConsole opens.

21.Repeat Steps 3 through 20 for each node in the cluster.
22 Restart your computer.
23 Restart the cluster.

VoiceConsole is upgraded in your clustered environment.
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6 Licensing

Vocollect generates and provides you with a license file that lets you run the software according to your
purchase agreement.

You must enter a valid license before you can load device profiles, operators, or task packages onto
devices. The license must also support the total number of devices connecting to VoiceConsole, not the
number of devices per site. That is, you only need one license to cover all of your sites, but that license
must support the total of all devices at all of the sites. If you need to add more devices, contact Vocollect
Customer Service for a new license.

If you are installing into a clustered environment, you will need to know both the number of devices and
the number of nodes into which you will be installing. You will need to import the license into each
installation of VoiceConsole on each node.

6.1 Importing the License File

1.In the Administration section, click Licenses.

2.Under License Actions, sclect Import License.

3.Click Browse and navigate to and select the file to import.
4.Click Import License.

5.After reading the license agreement, click I accept the license agreement located at the bottom
of the page. The license is imported. Once the application is licensed, the licensee's company
name is displayed in the top right corner of the application.
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/ Configuring Security

Enabling EAP consists of the following:

eConfiguring EAP for each site
oCreating device profiles with EAP selected
e[ oading the device profiles

This chapter describes the first two procedures. See VoiceConsole help for details on these procedures.

Note: This configuration should either be done by a System Administrator or the settings should be
provided by a System Administrator.

7.1 Configuring the Site

To get to the pages letting you configure EAP for a site, perform the following steps:

1.In the Administration section, click Sites.
2.In the View Sites list, select the row for the site you want to configure.
3.Under Site Actions, select the Configure EAP for selected site.
The Configure EAP for <SIte Name> Site (Page 1 of 4): Configure Behavior page opens.

7.1.1 Step 1 of 4: Configure Behavior

Addministy ation => Sites == Configure EAP

Configure EAP for Defauit Site (Page 1 of 4): Configure Behavior

YolceConsale needs 1o kKnow hiow you want your devices to get onto the network

EAP Type & EpPTLS
" EAP-TTLSMSCHAPY2
{7 PEAPVOEAP-MSCHAPY2
7 PEAPY1 EAP-GTC
" LEAP

Association * Site Bazed
(" Device Bazed
" Operator Based

Type 7 Pazsword
= Certiticate
Usze Plls? " vYes
* No
Device Behavior [~ Log off the netwaork when it goss into the charger,
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1.Select one of the EAP types. For information on each of these types, see "Extensible
Authentication Protocol" on page 48. Either Password or Certificate will be automatically
selected in the Type section depending on what EAP type you selected.

Note: If Certificate is selected, Vocollect strongly recommends using PEM or base 64 formatted
certificates.

2.Select the manner in which the devices will connect to the network in the Association section. For
more information on association types, see "Extensible Authentication Protocol" on page 48.

3.Specify whether you want to use PINs in addition to a username and password. This is
recommended if you are setting up an operator-based configuration.

4.Specify whether you want to force the device to log off of the network when it is placed in the
charger. It will then log onto the network as the restricted user.

Warning: If you opt to force a logoff, you should provide restricted user credentials for the
device to use while in the charger. You may proceed without providing valid restricted user
credentials, but if you choose to do so, the devices must be serially loaded every time they are
removed from the charger.

5.Click Next.
The Configure EAP for <Site Name> Site (Page 2 of 4): Configure LDAP page opens.
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7.1.2 Step 2 of 4: Configure LDAP

Administ ation >> Sites > Configure EAP

Configure EAP for Default Site (Page 2 of 4): Configure LDAP

YolceConsole will communicate with your directary server using LDAP to warify that
entered credentials are valid,

Enable LOAP: % vas
o

LDAF Configuration: — |__ create New Configuration -- | %

LDAP Settings:
Use SSL |:
Host* = |
Port |.’3813 |

Search User
Distinguished tlame  [Yo50lect |

Search User

Password ||lr|"|1-' |

Verify Password

&
Search Base }dc.mcnhﬁldc.mm ]

Seat chable Atiribute ' l‘:"‘ |

Password Attribate * baswmm |

Test Direckory Server Connection Information

Test User Name

1.Select whether to enable LDAP.

Note: If you selected operator-based association, LDAP settings are required.

2.If an LDAP configuration already exists, you can select it. Otherwise, select Create New
Configuration.

3.Specify whether you want to use SSL. If so, you can view trusted certificate sites and add to them
by clicking the View Trusted Certificates action.
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4.Enter the server host and port.
5.Specify the search user distinguished name and password VoiceConsole

6.Enter the search base (where to look) and searchable attribute (what to look for) on the LDAP
server.

7.Enter the password that it is to change once it is located.

8.If you want to test the Directory Server you entered, enter the test user name and clicking the
Directory Server Connection Information button.

9.Click Next.
The Configure EAP for <Site Name> Site (Page 3 of 4): Configure Credentials page opens.
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7.1.3 Step 3 of 4: Configure Credentials

Addministration == Sites >> Configure EAP

Configure EAP for Default Site (Page 3 of 4): Configure Credentials

Iryou require serer credentials so your devices can T&rll'ﬂh& server, enter them here.
VoiceConsole needs a resiricled userin orderto manage your terminals while there is no user actively using them.
Since youre using site based credentials, enter your site credentials below.
Setver Credentials
Coevieae I QA TestngElekiron Cof| Browss.. |
Reatricted User Settings
Use the same EAP-Type and S50 a5 the profiles?
* ves
)
EAP-Type 7 EAP.TLE
7 MONE
55D | I
Restricted User
Username pracoilect |
lNew Certificate [T esting Blektron Cartificatesioubitey ast]] Browse . |
Hew Key @A T estingFlektron Certificatesioubiiey jritd| Browse |
Hew Password i---up--o |
Sie-wide User
Username procalect |
Hew Certificate [t Testing Blektron Cartificatesipubiey tho]| Browse |
Hew Key h'l.QMTestIn@Elemm Certlﬂcmgs\pm',r,jsp{] Browse. .. |
Hew Password [“---"“ ]

1.Enter or change the server credentials by selecting a certificate, if desired.

Note: You may choose to not use a certificate, but Vocollect strongly recommends you do use one
for added security.
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2.Specify whether to use the same SSID and EAP type for the restricted user as entered in the
Configure EAP for <Site Name> Site (Page 2 of 4): Configure LDAP page. If you do not want
to use the same EAP type and SSID, enter the EAP type and SSID for the restricted user. If you
want the restricted user to have only access to a portion of the network, this is where you would
enter that information.

3.Enter information for the users.
4.Click Next.
The Configure EAP (Page 4 of 4): Summary page opens.

7.1.4 Step 4 of 4: Summary

Adderiinisti ation = Sites == Configure EAP

Configure EAP for Default Site (Pag
EAP Type EAP.TLS
Anaociation Site Based
Use Pilis? i
Devdca Baliawion

Log off the network
when it goes into the ha

eharger,
LOAP Settings: Cozabing
Server Credentials Ertared

Restiicted User Setlimgs

EAP-Type E&P-TLS

S50 Same A Profik
Restricted Uses wocolect
Site-wide Vs wocales

1.Review the summary of the selections you made in the previous steps.
2.Click Done.

Note: If you created an operator-based association, Vocollect recommends you create a shortcut to the
Operator Login page and place the shortcut on the desktop of the computer on which operators will be
changing their credentials.

7.2 Configuring the Device Profiles

To begin creating a device profile, perform the following steps:

1.In the Device Management section under Navigation, click Device Profiles.
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2.Under Device Profile Actions, select Create new device profile. The Create Device Profile
(Page 1 of 3): Select Vocollect VoiceClient page opens.

3.Enter the Profile Name.
4.In the Profile Type list, select Full Profile.

5.From the Vocollect VoiceClient drop-down list, select a VoiceClient to associate with the profile
or select Import New VoiceClient to import a file.

6.From the Voices drop-down list, select a Voice to associate with the profile.
7.Click Next.
The Create Device Profile (Page 2 of 3): Select Configuration Source page opens.

8.Select one of the following:

. Create a new configuration if you are creating the configuration in
VoiceConsole.

. Import from file if you are importing the configuration from a .cci or .vrg file.
Click Browse to navigate to and open the .cci or .vrg file.

. Copy from existing profile if you are copying the profile from one in
VoiceConsole. Select the name of an existing profile from the drop-down list.

9.Click Next.
The Create Profile (Page 3 of 3): Configure Profile page opens.
10.Set up the configuration for the new profile, including the security options available in the
Security drop-down list.
11.Enter any advanced device or radio settings.
12.Click Finish.
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8 Configuring the Tomcat Log
Directory Size

Over time, the size of the Tomcat log directory increases. You can configure the Tomcat log directory to
keep a certain number of the most recent log files accumulated and delete older log files.

8.1 Configuring the Number of Log Files Stored

1.Stop Tomcat.

2.0pen the Java logging configuration file, located at <tomcat home>\conf\logging.properties, in a
text editor.

3.Edit the following properties to the desired value:

Property Description
java.util.logging. FileHandler.limit the maximum file size to store (in bytes)
java.util.logging.FileHandler.count the maximum number of the most recent files to keep

For example, setting these values as follows sets the file size to 4 megabytes and the number of
files to keep to 10:

java.util.logging.FileHandler.limit=4000000
java.util.logging.FileHandler.count=10

4.Save and close the file.

5.Restart Tomcat.
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O Data Protection

This section contains some procedures you can follow to protect your data and what to do in the event your
VoiceConsole installation becomes unresponsive or shuts down unexpectedly.

Vocollect strongly recommends that your IT staff develops and implements a disaster recovery plan
specific to your company's needs.

9.1 Backing Up and Restoring the Database

Vocollect strongly recommends that you schedule regular database backups. If a disaster occurs in which
the database is corrupted or no longer available, you can restore a previous backup to use.

During installation, you were prompted for the database's JDBC URL. This is the database you should
mark to be backed up. Refer to the documentation provided by Oracle or Microsoft for information on how
to back up and restore your database.

The following links can be used to reference the vendor specific instructions for the database platforms
VoiceConsole supports:

oOracle 11g and Oracle 10g:
http://www.oracle.com/technology/deploy/availability/htdocs/BR _Overview.htm

oSQL Server 2005: http://msdn2.microsoft.com/en-us/library/ms208420.aspx

oMySQL.: http://dev.mysql.com/doc/refman/5.0/en/backup-and-recovery.html

For detailed procedures on how to back up the various types of databases, see " Backing Up and Restoring
the VoiceConsole Database" on page 1

9.2 Application Redundancy

The ability to failover the application server is also an option. You can install an instance of the
VoiceConsole application server installed on multiple machines, all configured to communicate with the
same database. This configuration will work with two or more application server nodes. In this
configuration, the database is the single point of failure.

VoiceConsole can also be configured to be on a single application server that communicates with a
database that has been clustered, meaning that the database has multiple nodes acting as a single interface
for the common underlying database.

In the case of Microsoft SQL Server and MySQL Community Server, the database nodes are given a single
interface for the JDBC connection string. In the case of Oracle, multiple database application nodes are
connected to a common underlying database structure and the JDBC connection string contains a multiple
host listing. If a database node fails, either the Oracle JDBC thin client or the Windows SQL Server
management utility would automatically switch to a new connection to the appropriate database server.
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9.3 If VoiceConsole Becomes Unresponsive or Shuts
Down Suddenly...

9.3.1 Save the Log Files

The first thing you should do if VoiceConsole becomes unresponsive is to save all of the VoiceConsole log
files because Vocollect may need them to properly troubleshoot the situation. By default, the log files are
stored in:

eWindows: C:\Program Files\Vocollect\VoiceConsole\Logs
eRedHat Linux, CentOS Linux and SUSE Linux: /opt/Vocollect/VoiceConsole/Logs

9.3.2 Stop and Restart the Service

Stop and restart the VoiceConsole 3.2 service as follows:
Windows:

1.Click the Start button and select Settings | Control Panel.
2.Double-click Administrative Tools.

3.Double-click Services.

4.In the Services window, locate VocollectWebApplicationVC.

5.Stop and restart the service.
RedHat Linux, CentOS Linux and SUSE Linux:

Type the following:
/bin/sh /etc/init.d/VocollectWebApplicationsVC start
/bin/sh /etc/init.d/VocollectWebApplicationsVC stop
/bin/sh /etc/init.d/VocollectWebApplicationsVC restart

If this is unsuccessful, shut down and restart the machine hosting the server and verify that
VocollectWebApplicationsVC service successfully started. You should also verify that the database is up
and available.
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10 Uninstalling VoiceConsole

10.1 Uninstalling VoiceConsole for Windows

You can uninstall VoiceConsole if you are using Windows by executing the uninstall application found
here:

<InstallDirectory>/Uninstall Vocollect Enterprise Products/Uninstall Vocollect Enterprise
Products.exe

The uninstall application prompts you as to which component you want to uninstall. Select VoiceConsole
3.2.

Note: You may have to manually remove any desktop shortcuts to VoiceConsole after uninstalling the
application.

10.2 Uninstalling VoiceConsole for Linux

You can uninstall VoiceConsole if you are using Linux by executing the uninstall application found here:

<InstallDirectory>/Uninstall_Vocollect Enterprise Products/Uninstall Vocollect Enterprise
Products.bin

The uninstall application prompts you as to which component you want to uninstall. Select VoiceConsole
3.2.

Note: You may have to manually remove any desktop shortcuts to VoiceConsole after uninstalling the
application.

10.3 Uninstalling VoiceConsole for AIX

You can uninstall VoiceConsole if you are using AIX by executing the uninstall application found here:

<InstallDirectory>/Uninstall_Vocollect Enterprise Products/Uninstall Vocollect Enterprise
Products

10.4 Uninstalling in a Clustered Environment

When you are prompted to remove data from the database, you will be warned that if you do remove data,
any additional nodes onto which VoiceConsole has been installed will no longer function correctly.

Note: If you are uninstalling an instance of VoiceConsole that was installed in a clustered server
environment, the uninstaller will not remove files from the shared files directory. To completely remove
VoiceConsole, remove all log and firmware files from the shared directory.
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Appendix A: Implementation

Checklist

The following is a checklist of information that you must obtain or decisions you must make before

installing VoiceConsole.

Server Operating System

Client Operating System

Browser

Basic System Information

I Microsoft Windows 2008
I Microsoft Windows 2003

I Red Hat Enterprise Linux
version 5

I Red Hat Enterprise Linux
version 4 update 6

r CentOS Linux version 5.2

I SUSE Linux Enterprise
Server 10.2

I 1BM AIX 5.3

I Microsoft Windows Vista
I Microsoft Windows XP
I Microsoft Windows 2000

I Red Hat Linux Workstation
ES for Intel processors

I Microsoft Internet Explorer
6.0, 7.0 or 8.0 with Java JRE 1.5
or 1.6 configured

r Mozilla Firefox 3.0

Your Database Administrator

'Your System Administrator

\Voice Champion

Warehouse Supervisor

Personnel - Provide the Name and Phone Number for Each

Name:

Phone:

Name:

Phone:
Name:

Phone:
Name:

Phone:
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Pre-Implementation Information
Total devices for each VoiceConsole server
Server Requirements

Bandwidth Requirements

Database Information
Relational Database Management System

™ Embedded Data Storage

I Oracle 119 Enterprise Release
2

I Oracle 11g Standard Release 2

™ Oracle 10g Enterprise Release 2
™ Oracle 10g Standard Edition

I Microsoft SQL Server 2005
Enterprise with Service Pack 2 or 3

™ Microsoft SQL Server 2005
Standard with Service Pack 2 or 3

r MySQL 5.0 Community Server

Hostname of Database Server
Port Number for Database
Database Administrator Username and Password

JDBC URL:

Oracle Example:
jdbc:oracle:thin:@localhost:1521:VC

SQL Example:
jdbc:sqglserver://localhost:1433;DatabaseName=V
C

Multi-site Information
Total Number of Sites
Total Number of Devices
Number of Devices per Site
Shift Size

Shift Startup Times per Site
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Clustered Server Information

The logical hostname of the application server and/or database
server cluster

The shared location of the device log and firmware files

Installation Information

Windows User with Administrator Privileges

OR

RedHat Linux/CentOS Linux/SUSE Linux User with Root
Privileges

Hostname for VoiceConsole Installation

Time for VoiceConsole to Perform Database Maintenance
Directory into which VoiceConsole Should Be Installed

Security
Encryption ™ wep
™ wprA
™ wpPA-2
Authentication ™ psk
N
EAP Type (If using EAP) ™ EAP-TLS
™ EAP-TTLS/MSCHAPV2
I~ PEAPVO/EAP-MSCHAPV2
™ PEAPVI/EAP-GTC
™ LEAP
Association Type I site Based

I Device Based
I~ Operator Based

LDAP settings are optional for site- and device-based association types. They are required for the operator-
based association type. If you choose to use LDAP, you will also need the following:

LDAP Settings

Host

Port

Search User Distinguished Name
Search User Password

Search Base

Searchable Attribute

Password Attribute
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Appendix B: Backing Up and
Restoring the VoiceConsole
Database

B.1 Introduction

This document describes how to back up and restore the VoiceConsole database. Note that the methods
described here are among the many options available.

Vocollect strongly recommends that your Database Administrator develop and implement a disaster
recovery plan specific to your company's needs.

B.2 Oracle 10g and 11g Enterprise

For more information on backing up and restoring the Oracle 10g and 11g enterprise database, please see
the information found in the document Oracle Database 2 Day DBA and the section titled Performing
Backup and Recovery.

B.2.1 Assumptions

The procedures in this document were developed based upon the following assumptions:

The default Flash Recovery Area settings were chosen in the Database Configuration Assistant when the
VoiceConsole database was created.

B.2.2 How to create a backup of the VoiceConsole database

B.2.2.1 Log into the database

1.0Open the Oracle Enterprise Manager Database Control for the VoiceConsole database.
2.Log in with the SYS username and password

3.Select Connect As SYSDBA from the dropdown list.

4.Click the Login button.

B.2.2.2 Configure ARCHIVELOG mode for the VoiceConsole database.

1.From the Database Instance home page select Maintenance | Recovery Settings.

2.In the Media Recovery section check the box for ARCHIVELOG Mode if it is not already
checked.

3.Click Apply to save your changes. You will now be taken to the Confirmation screen. It will
inform you that you need to restart the database for the change to take effect.

Warning: Restarting the database will make the VoiceConsole system unusable for a short period
of time. Perform this step when there is no one using the VoiceConsole system.

4.Click Yes on the Confirmation screen. A page asking you to input Host and Target Database
Credentials will appear.
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5.Enter the OS username and password you used to install Oracle 10g Enterprise for the Host
Credentials

6.Leave the Database Credentials user name and password blank.

If you receive an error like RemoteOperationException: ERROR: wrong password for user try
entering both the Host Credentials and Database Credentials. If this doesn’t work, set up the OS
user to be able to log on as a batch job in the server’s Local Security Policy. To do this, follow these
steps:
a.Select Start | Settings | Control Panel | Administrative Tools | Local Security Policy.
b.In Local Policies select User Rights Assignment.

c.Add the OS user to Log on as a Batch Job. Now you should be able to get past the Host
and Target Database Credentials page.

d.In Restart Database: Confirmation page, click the Yes button. You will be taken to the
Restart Database: Activity Information page informing you that the database restart
may take some time.

e.Wait about 5 minutes and then click the Refresh button. This should take you back to the
Database Login page.

7.Log back in using the SYS username and password and then choose Connect As SYSDBA from
the dropdown list. After you restart the database the VoiceConsole system can be used again.

B.2.2.3 Configure the Backup Policy

1.From the Database Instance home page go to Maintenance | Backup Settings | Policy.

2.Under Backup Policy, check the box beside Automatically backup the control file and server
parameter file (SPFILE) with every backup and database structural change.

3.Scroll to the bottom of the page and under the Host Credentials section enter the OS username
and password.

4.Click OK.

B.2.2.4 Schedule a database backup

1.From the Database Instance home page go to Maintenance | Schedule Backup.

2.At the bottom of the Schedule Backuppage enter your OS Host Credentials.

3.Under the section Oracle-Suggested Backup,click Schedule Oracle-Suggested Backup.
4.Select Disk as the destination media for the backup.

5.Click Next. You will now be taken to the Setup page which explains how the Oracle-suggested
backup works.

6.There are no settings on this page so click Next.

7.You will now be taken to the Schedule page where you will need to specify the start date, time
zone, and daily backup time.

8.We recommend that you schedule the daily backup for a time when database activity will be low.

9.Click Next. You will be taken to the Review page. Here you will see some details of the backup
schedule.

10.Click Submit Job to complete the process.
11.In the Status page you can click View Job or click OK to return to the database home page.
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B.2.3 How to Restore a Database Backup

1.From the Database Instance home page select Maintenance | Perform Recovery.
2.Recover to the current time or a previous point-in-time.

3.Scroll to the bottom of the page. In the Host Credentials section enter the OS username and
password.

4.Click Perform Whole Database Recovery. A Confirmation page now appears informing you
that this operation will temporarily shut down the database.

a.Stop the VoiceConsole30 service.

b.On the Confirmation page click Yes. You will be taken to a Recovery Wizard page
informing you that it will take a few minutes to shutdown and restart the database.

c.Wait a few minutes, then click the Refresh button on this page.
5.0n the Database Instance page, click Perform Recovery.
6.Enter your OS Host Credentials.
7.Click Continue. Another Database Login window will appear.
8.Enter the SY'S username and password.

9.Select SYSDBA from the Connect As login. You will be taken back to the Perform Recovery
page with an information message at the top saying that the current status is MOUNTED.

10.Click the Recover to the current time or a previous point-in-time radio button.

11.Scroll to the bottom of the page and under the Host Credentials section enter the OS username
and password.

12.Click Perform Whole Database Recovery.

13.0n the Perform Whole Database Recovery: Point-in-time page, specify whether to recover all
transactions to your database up to the present time (complete recovery), or only transactions up
through some point in time (point-in-time recovery).

14.Select Recover to the current time.

15.Click the Next button.

16.The next page will ask if you want to restore the files to a different location. Choose No.
17.Click the Next button. The Review page will display the options you chose.

18.Click the Submit button. A window indicating progress will appear.

19.When the process is complete, the Perform Recovery: Result page will appear with a message
the operation succeeded.

20.Scroll to the bottom of the page and click the Open Database button.
21.Click OK on the Result page.
22.Start the VoiceConsole30 service.

B.3 SQL Server 2005

For more details regarding backup and restore in SQL Server 2005, please see the information found in
SQL Server Books Online in the section SQL Server Database Engine > Administering the Database
Engine > Backing Up and Restoring Databases.

B.3.1 Assumptions

The procedures in this document were developed based upon the following assumptions:

oThe VoiceConsole database is using the simple recovery model.
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eVocollect VoiceConsole 3.2 is installed on the server to which a database is being restored. The
instructions below include stopping the VoiceConsole30 service on the machine to which the
database is being restored.

oThis document addresses the architecture of a primary server with VoiceConsole and the database
installed on the same server, and one or more backup servers with VoiceConsole and the database
installed. If a different architecture is being used, then some of the steps will be different.

oThe database cannot be in use during the time of a restore operation, so any instance of the
VoiceConsole30 service pointing to the database being restored must be stopped.

oThe restore operation is always restoring an existing VoiceConsole database. The procedures
listed below do not address restoring the database to a database server on which there is no
existing VoiceConsole database. This is possible, but the procedure is not covered in this
document.

eMicrosoft SQL Server 2005 is installed identically on all servers involved and is using the same
system paths for physical database file storage.

B.3.2 How to Create a Backup of the VoiceConsole Database

1.0pen SQL Server Management Studio and connect to the database server.
2.Click Databases.

3.Right-click on the VoiceConsole database (the actual name is whatever was chosen at install
time).

4.Select Tasks.
5.Select Back Up. The Back Up Database window will appear.
6.In the Backup type drop-down list, select Full.
7.For Backup component, select Database.
8.In the Backup set section, enter a name for the backup or accept the default.
9.Enter a description if desired.
10.In the Destination section select Disk for Back up to.

11.Accept the default destination or use the Add and Remove buttons to specify a different
destination.

12.In the Select a page navigation bar on the left, select Options.

13.In the Overwrite media section, select Back up to the existing media set.
14.Select Overwrite all existing backup sets.

15.In the Select a page navigation bar on the left, select General.

16.Click OK at the bottom of the window. The progress meter at the bottom left of the window
indicates the status of the process.

17.When the backup is complete, click OK to close the Back Up Database window.

B.3.3 How to schedule a backup of the VoiceConsole database

1.Follow the steps in "How to Create a Backup of the VoiceConsole Database" on page 4.

2.0n the menu bar at the top of the Back Up Database window, select Script | Script Action to
Job. The New Job window will appear.

3.0n the General page, change the name of the job, the owner, and description if desired or accept
the default settings.

4.In the Select a page navigation bar on the left, select Schedules.
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5.Click the New button at the bottom of the window. The New Job Schedule window appears.
6.In the Name field, give the schedule a name.
7.Make sure the Schedule type is set to Recurring.

8.Use the rest of the fields in this window to set the schedule and time that the backup will run.
Vocollect recommends backing up the database daily and scheduling the backup to run at a time
of light system usage.

9.When you are done configuring the schedule, click OK in the New Job Schedule window.

10.In the New Job window, click OK. The script that creates the backup will run. The progress
meter at the bottom of the Back Up Database window indicates the status of the process.

11.When the process is complete, click Cancel at the bottom of the Back Up Database window to
close the window.

12.Verify that the backup job was created by expanding SQL Server Agent, and then expanding
Jobs. The new backup job will appear.

B.3.4 How to Restore the VoiceConsole Database

B.3.4.1 How to restore a backup of the VoiceConsole database to the server on
which the backup was created.

1.VoiceConsole needs to be stopped in order to restore the database. The application will be
unavailable while the database is being restored.

2.Select Start | Control Panel | Administrative Tools | Services.

3.Select the VoiceConsole30 service and stop the service.

4.0pen SQL Server Management Studio and connect to the database server.

5.Expand Databases.

6.Right-click on the VoiceConsole database (the actual name that was chosen at install time).
7.Select Tasks.

8.Select Restore.

9.Select Database. The Restore Database window will appear.

10.The default settings should be correct. Click OK. The restore process begins. The progress meter
at the bottom left of the window indicates the status of the process.

11.When the process is complete, click OK to close the window.
12.Start the VoiceConsole30 service.

B.3.4.2 How to restore a backup of the VoiceConsole database to a different server
than the one on which the backup was created.

1.Copy the backed up database file to the server to which the backup will be restored.
2.Select Start | Control Panel | Administrative Tools | Services.

3.Select the VoiceConsole30 service and stop the service.

4.0pen SQL Server Management Studio and connect to the database server.

5.Expand Databases.

6.Right-click on the VoiceConsole database (the actual name that was chosen at install time).
7.Select Tasks.
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8.Select Restore.
9.Select Database. The Restore Database window will appear.
10.In the Source for restore section, select From device.
11.Click the ... button. The Specify Backup window appears.
12.For Backup Media, select File (.bak).
13.Click the Add button to navigate to the location of the backup file.

14.Browse to the backup file and click OK. The backup location will now be listed in the Specify
Backup window.

15.Click OK.

16.In the Select the backup sets to restore table, check the box in the Restore column for the
backup.

17.In the Select a page navigation bar on the left, select Options.
18.Activate the check box for Overwrite the existing database.

19.All other settings should be correct. Click OK at the bottom of the Restore Database window.
The restore process will begin. The progress meter located in the bottom left corner of the window
indicates the status of the process.

20.When it is complete, click OK to close the Restore Database window.

H IMPORTANT! For this procedure to be successful, you must do the following:

1.SQL Server logins have a unique Security ID (SID) that belongs to a particular instance of SQL
Server.

2.If there are any users in the VoiceConsole database, you must update the user records in the
restored database so they refer to the SID of the corresponding SQL Server login on the instance
of SQL Server on this server.

3.Run the following command against the VoiceConsole database in SQL Query Analyzer to find
users that must have their SID changed:

EXEC sp_change users_login “Report*

4.1f any records are returned, run the following command for each user returned:
EXEC sp_change users_login “Auto Fix’, “<username>’
where <username> represents the user name that needs to have its SID fixed.
The command should display the following output indicating that the user’s SID was fixed:
The row for user "voice console db 22" will be fixed by updating
its login link to a login already in existence.
The number of orphaned users fixed by updating users was 1.
The number of orphaned users Ffixed by adding new logins and then
updating users was O.

5.Start the VoiceConsole30 service.

B.4 MySQL Community Server

B.4.1 Assumptions

The procedures in this document were developed based upon the following assumptions:

oThe VoiceConsole database is using the simple recovery model.

Vocollect—Confidential and Proprietary



VoiceConsole 3.2 135

eVocollect VoiceConsole 3.2 is installed on the server to which a database is being restored.

oThis document addresses the architecture of a primary server with VoiceConsole and the database
installed on the same server, and one or more backup servers with VoiceConsole and the database
installed. If a different architecture is being used, then some of the steps will be different.

oThe database cannot be in use during the time of a restore operation, so any instance of the
VoiceConsole3 1 service pointing to the database being restored must be stopped.

oThe restore operation is always restoring an existing VoiceConsole database. The procedures
listed below do not address restoring the database to a database server on which there is no
existing VoiceConsole database. This is possible, but the procedure is not covered in this
document.

eMySQL Community Server is installed identically on all servers involved and is using the same
system paths for physical database file storage.

B.4.2 How to Create a Backup of the VoiceConsole Database

VoiceConsole uses HSQLDB as the embedded database.

B.4.2.1 How to back up the VoiceConsole database using the mysqldump command

You can back up your VoiceConsole database using the mysqldump command if you have either a shell or
telnet access to your database server.

oFor a standard database backup, run the following command:

mysqldump -u <database username> -p<database password> <database name> <
<backupfilename.sql>

o[f you want to rewrite an existing database from the backup file with out having to delete the
database first, run the following command:

mysqldump --add-drop-table -u <database username> -p <database password> <database name>
< <backupfilename.sql>

o[f you want to back up specific tables in the database, run the following command:

mysqldump --add-drop-table -u <database username> -p<database password> <database name>
<list of table names separated by spaces> < <backupfilename.sql>

B.4.3 How to Restore the VoiceConsole Database

You can restore the VoiceConsole Database by running the following command:

mysql -u <database username> -p<database password> <database name> < <backupfilename.sql>
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B.5S Embedded Data Storage/ Embedded Database
B.5.1 How to Create a Backup of the VoiceConsole Database

B.5.1.1 How to back up the VoiceConsole database using the VoiceConsole
application

VoiceConsole is configured by default to take back up your database daily. To manually create a back up,
in the VoiceConsole application under Administration, click Schedules. Select the Backup Data process
and click the Run selected job action.

By default, backup .tar files are stored in:
eWindows: C:\Program Files\Vocollect\VoiceConsole\Database\Backup

eLinux: /opt/Vocollect/VoiceConsole/Database/Backup

B.5.2 How to Restore the VoiceConsole Database

You can restore the VoiceConsole Database by performing the following steps:

1.Shut down VoiceConsole.
2.Delete existing database files in <InstallDir>/Database/vedb.
3.Execute the command
java —cp {path-to-hsqldb-jar}/hsqldb-2.0.0.jar org.hsqldb.lib.tar.DbBackup —extract \

{path-to-backup}/{backup-file-name} {destination-directory-for-datafiles}

The database, HSQLDB, will extract the datafiles to the named data directory

Example:

“C:\Program Files\Vocollect\VoiceConsole\jdk\bin\java” —cp “C:\Program
Files\Vocollect\VoiceConsole\apache-tomcat-6.0\webapps\VoiceConsole\WEB-INF\lib\hsqldb-

2.0.0.jar” —extract “C:\Program Files\Vocollect\VoiceConsole\Database\Backup\vcdb-
20100519T125001 .tar.gz” “C:\Program Files\Vocollect\VoiceConsole /Database/vcdb”

4 Restart VoiceConsole.
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